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e BIND (7% (B2Z3%%) )
- 201978A~128 : 3% (iR : 244)
- 2020F1H~6A : 44 (FiEREHA : 644)
e BINDLIAMDODNSZESE (1244)
- NSD (1)
— Unbound (31%)
— PowerDNS Authoritative Server (114)
— PowerDNS Recursor (114)
— Knot Resolver (314)
— Windows DNS (344)
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BEESIEIEER (BIND) [1/2] S

NG| =) 94 ML - URL AP

2019/10/17 mBIND 9.xDifEs5%t (DNSH—EXDZE1IE) (CDULVT (CVE-2019-6476) 9.14.0-9.14.6
<https://iprs.jp/tech/security/2019-10-17-bind9-vuln-gname-
minimisation.html>

2019/10/17 | mBIND 9.xDAESES (mirror zonest&gE (CHIFDBDNSSECHRIED/ 1) LX) 9.14.0-9.14.6
([CDWLT (CVE-2019-6475)
<https://iprs.ijp/tech/security/2019-10-17-bind9-vuln-mirror-zones.html>

e CVE-2019-6477 : CVE-2018-57438 I (CHFDAES

- 2019F4R ([CARRHEMNIZCVE-2018-5743\DX I C KD, TCP
BIEFEG X DHIRD A /I NRA =N TCUERDIAEENRELIZED
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https://jprs.jp/tech/security/2019-10-17-bind9-vuln-qname-minimisation.html
https://jprs.jp/tech/security/2019-10-17-bind9-vuln-mirror-zones.html
https://jprs.jp/tech/security/2019-11-21-bind9-vuln-tcp-pipelining.html

ISCOt+1 T4/ RUS—ZFE IPRS
(2019510H)

e 2019F 10RO EFa1 YT A RIS —ZE

ISC Security Vulnerability Policy Updated
<https://www.isc.org/blogs/vulnerability-policyupdate/>

e “Beginning this year, to the extent possible we will avoid
scheduling disclosure of non-emergency security issues during
the period beginning November 1 and ending December 31.”

-8R [SEM5. 11HA1BM/MS512A31HEF TCORBEIICRETRLWEF U
A BRBEOHREAT>1—ILTDCE%. aJEeiRRD O 3 |
o CDVVFIRAMD#E. CVE-2019-6477H'2019511H20H (CF
- JPRSTCTH. 2019F11RH21HI(CHese B2 1~ FH
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https://www.isc.org/blogs/vulnerability-policyupdate/

fessElE¥k (BIND) [2/2]
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94 ML - URL

m (522) BIND 9.xDHessE (JN\ITA—I>ADIKTF -
{£) [CDL\T (CVE-2020-8616)
<https://iprs.ijp/tech/security/2020-05-20-bind9-vuln-processing-referrals.html|>

VLIS 3>REDEHE

PP

9.0.0-9.16.2
Xe)I\—>3>

2020/5/20

m (323) BIND 9.xDifes81% (DNSH—EXRDEILE - EEREF) (CDNWT
(CVE-2020-8617)

<https://iprs.jp/tech/security/2020-05-20-bind9-vuln-tsig.htmI|>

9.0.0-9.16.2
XeI\—>3>

2020/6/18 mBIND 9.xDMEs5™ (DNSH—EXDELE) (CDLT (CVE-2020-8618) 9.16.0-9.16.3
<https://jprs.jp/tech/security/2020-06-18-bind9-vuln-zone-transfer.html>
2020/6/18 mBIND 9.xDMEs5™ (DNSH—EXDELE) (CDLT (CVE-2020-8619) 9.16.0-9.16.3
<https://ijprs.jp/tech/security/2020-06-18-bind9-vuln-asterisk.html> 9.14.9-9.14.12
9.11.14-
9.11.19

e CVE-2020-8616 : NXNSAttack

e CVE-2020-8617 : TSIGICE T ©FE&E LELDAERES
- TSIGZ BARM (CEE U TV WSS BXISR
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e 2020F5HD F 1 UF RIS —ZE

ISCOtEFa1UFTARUS—ZE IPRS
(2020&5)%) [1/2]

Update to ISC's Security Policy

<https://www.isc.org/blogs/security-policy-update/>

e “we here at ISC have decided to amend our security policy to
allow, at our discretion, limited pre-announcement of pending
security vulnerability disclosures.”
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https://www.isc.org/blogs/security-policy-update/

ISCOt+1 T/ RUS—ZFE IPRS
(202055H) [2/2]

ISC Software Defect and Security Vulnerability Disclosure Policy
<https://kb.isc.org/docs/aa-00861 >

e “"When ISC at our own discretion believe that the issue
could have a significant impact on many or all users
of the Software, we may notify the product-specific
announcement”

-iR: [EEREDY I DI FPDEL. FEEFIATOI—Y—([CEX
R EZEXBUEEMEND S SHIMTUITES
e EHE(F [[Fo &< EPELVD]
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https://kb.isc.org/docs/aa-00861

AessIEldH (BINDLASY) [1/2]

NiE|S 4 ML - URL
2019/7/12 m Knot Resolver®iEssIgHMN AHEINE LT
(CVE-2019-10190. CVE-2019-10191)
<https://iprs.jp/tech/security/2019-07-12-knotresolver.html>
2019/7/12 m Windows DNS Serverdfess g =N E L (CVE-2019-0811)
<https://iprs.jp/tech/security/2019-07-12-windowsdnsserver.html|>
2019/7/12 m Windows DNSFv w1 UY)L/)\—H—EXDMSEHIEHRNAHENELE
(CVE-2019-1090)
<https://iprs.jp/tech/security/2019-07-12-windowsdnsrslvr.html|>
2019/8/8 m PowerDNS Authoritative Server®REsg¢IEEIRMN AFH=NZELZ (CVE-2019-10203)
<https://ijprs.ijp/tech/security/2019-08-06-powerdns-auth.html>
2019/8/22 m NSDOREF BN AHE=NE UL (CVE-2019-13207)
<https://iprs.jp/tech/security/2019-08-22-nsd.html>
2019/10/4 m UnboundDAessEIBEIMN A =NZE U (CVE-2019-16866)

<https://iprs.jp/tech/security/2019-10-04-unbound.html|>
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https://jprs.jp/tech/security/2019-07-12-knotresolver.html
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https://jprs.jp/tech/security/2019-07-12-windowsdnsrslvr.html
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https://jprs.jp/tech/security/2019-08-22-nsd.html
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WESSIEIER (BINDLOY) [2/2]

NG| 94 ML - URL

2019/11/20 m UnboundDRessEIBEIMN A =NZE U (CVE-2019-18934)
<https://ijprs.jp/tech/security/2019-11-20-unbound.html|>

2019/12/6 m Knot ResolverdfessdI5ImRMN =N FE Lz (CVE-2019-19331)
<https://iprs.ijp/tech/security/2019-12-06-knotresolver.html>

2020/4/17 m Windows DNSDREsEEIGIRN AN ZE Lz (CVE-2020-0993)
<https://iprs.jp/tech/security/2020-04-17-windowsdns.html|>

2020/5/21 m UnboundDiessFIBEmMN =N FE LIz (CVE-2020-12662. CVE-2020-12663)
<https://jprs.jp/tech/security/2020-05-21-unbound.html|>

2020/5/21 m PowerDNS Recursor®REssHEHmMAAHINE L
(CVE-2020-10995. CVE-2020-12244. CVE-2020-10030)
<https://iprs.ijp/tech/security/2020-05-21-powerdns-recursor.html|>

2020/5/21 m Knot Resolverdfess |t A =NFE Lz (CVE-2020-12667)
<https://iprs.ijp/tech/security/2020-05-21-knotresolver.html>

e CVE-2020-12662. CVE-2020-10995. CVE-2020-12667(3L\d NHE.
NXNSAttack(CE T B3ED
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https://jprs.jp/tech/security/2019-11-20-unbound.html
https://jprs.jp/tech/security/2019-12-06-knotresolver.html
https://jprs.jp/tech/security/2020-04-17-windowsdns.html
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NXNSAttack(CRET BIBHRFE

F5H19H : #®X - e IERIiA EMREN S —F LR

20208

E5520~218 : JPRSH S &DNSELEDMESS ISR % 2 B

- 5H20H : BIND
— 5H21H : Unbound - PowerDNS Recursor + Knot Resolver

20208

F5H22H : JPRSHEERFEE(C [NXNSAttack] #&&k

20208

JPRSFHIZEEFHE | NXNSAttack (TXTWIORIRI RS W)
<https://iprs.jp/qglossary/index.php?ID=0262>

F6H5H : Internet Watch (CESiaERiEBE;

20208

ZHIEEROFEA = > TDNSHEIEE, [NXNSAttack] &(&
<https://internet.watch.impress.co.jp/docs/news/1257030.html>

F6H26H : DNS Summer Day 2020 CIPRSPIREMNFEFER
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https://jprs.jp/glossary/index.php?ID=0262
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EEEEEEEEEEEEEEEEEEEEE

DNSE:ERFCOHAGEER
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JPRS DNS BEExiifr[E#k - DNSEEEDRFC
<https://iprs.jp/tech/index.html#dns-rfc-info>

o IRTE. S54RDRFCZFHH
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https://jprs.jp/tech/index.html#dns-rfc-info

e JP

RStTLEHH

RFC 8198 (22

HABIHR (CFAR A UTZRFC

LEA ETED TULBRFC : 4K

o TMAHAMDNSESERFC : 14K

R

R
R
R
R

-C 2181,
-C 5625,
-C 1122,
-C 6840,

~C 1034,

R

R
R
R
R
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E3H27

RFC 4074, RFC 7719. RFC 8499 (2~FH : 2020%
: 2020F3H31H)
-C 2308 (2xFH : 20203H31H)
-C 6891, RFC 8020 (2xFHH : 2020=
~C 1123, RFC 5452 (2xHH : 2020%
-C 6895. RFC 7129 (2xFH : 2020%
~C 1035, RFC 3901 (22FHH : 2020¢

F4H8
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JAPAN REGISTRY SERVICES
<https://iprs.ijp/tech/>
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