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RFC 4431: The DNSSEC Lookaside Validation (DLV)
DNS Resource Record

RFC 5074: DNSSEC Lookaside Validation (DLV)
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— https: //dlv.isc.org/
— BIND 9.7 TIX—{TTDLVEX*E Al BE
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— dig fujiwara.asia.dlv.isc.org dlv
— ;; ANSWER SECTION:

— fujiwara.asia.dlv.sc.org. 544 IN DLV 246435 1

ABSBDA49046FAS5SC2F244851CB023D45FF7/AAED
FF

— fujiwara.asia.dlv.sc.org. 544 IN DLV 2464352
056B40CADE140C943C4CD785AECIEB3CD76FEO
E2E2DB429CCA16593B 01473EBS

e dlv.isc.org A FIZ fujiwara.asia ELND T M) HVE
SN, DSIEFHMADLVEL TEHRINTNET o




DLVTCORE

e T RTODNSHEZEEIZ, DLVIZIEHRMAEFKS
NTWAMIFERLET

— Bl divAZELMEE (www.example.com)
1. www.example.com.dlv.isc.org DLV &%
2. example.com.dlv.isc.org DLV &%
3. com.dlv.isc.org DLV &%
4. DLVAEWCEZRA
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1: BIND 9.7 E A

ISC/HSBIND 9.7M &xFHizx &> TE TinstallLFEL
1-
IRFE[EBIND 9.7.0a2T9"

TILI7IRIZh o EL>TEINGELDITTIEHY
FEA

Jconfigure —with-openssl=yes; make; make install
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2: named.conf® f{E 1E

o OptionsHIZLATD=9TZEMLELT-

— dnssec-enable yes;

— dnssec-validation yes;

— dnssec-lookaside auto;
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3: named B #CE

o TN TDLVTOREENB NIV Z

~

10




DLV T &A1

% dig +dnssec 1sc.org mx
;; flags: qrrd ra ad; QUERY: 1, ANSWER: 3,
AUTHORITY: 5 ADDITIONAL: 9

;; ANSWER SECTION:
i1sc.org. 2143 IN MX 10 mx.isc.org.
isc.org. 2143 IN MX 13 mx.amsl.isc.org.

1sc.org. 2143 IN RRSIG MX 5 2 43200
20090928233314 20090829233314 48684 1sc.org.
SIGNATURE
;; AUTHORITY SECTION:
;; ADDITIONAL SECTION:
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B R AA>2 2 DODNSSEC%t its

BIND 9.7 & A

named 5 ¥ £
i B — LYERX dnssec.sh

V=274 ILDRUELE
named.confD IS IE

42;_-

=%

A% dnssec.sh keygen Y —> %44
dnssec.sh sign ¥ —> 44
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3: dnssec.sh

dnssec-keygen, dnssec-signzone, rndcZZNDEE
DD DI ELED Tshell scriptFEEFELT1-

http://member.wide.ad.jp/~fujiwara/dnssec/ |Z1&
WTWET
Usage:
— dnssec.sh keygen / —> % THAERK
— dnssec.sh sign Y —> %4 TEA
Shell script/T A THEHECEEET
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4: ) —2 771 ILDWUEIE

J—2 D07 AIINDI7AIVREEER
— Jetc/namedb/master/y) —> 44

— {5: /etc/namedb/master/fujiwara.asia
V=27 ILIZLL T B

— $INCLUDE “YJ —> 4 keys”

— f51: SINCLUDE “fujiwara.asia.keys”

INATEE [Fdnssec.sh®named.confEHHEBTE
B L TL=sLy
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5: named.conf® f{E 1E

« DNSSECX 9 DY —2DYJ—2T74)L
%% ) — % signed [CEHE

zone “‘example.com” in {

type master;
file “/etc/mamedb/master/fujiwara.asia.signed”;
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6: BEA X

e dnssec.sh keygen ¥ —> %4

— {5l: dnssec.sh keygen fujiwara.asia

_BBODINSGA—RIIEAETIL
e 7ZSK 1024bit RSASHA 1
e KSK 2048bit RSASHA 1

e /etc/namedb/master|ZEE T 7 A IL DN EREINS

— [E]B¥IZdnssec.sh sign T T 7 A ILEHE R
e /etc/namedb/master/config/ |24 Bk
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7. EA

e dnssec.sh sign Y —> 4

— {5: dnssec.sh sign fujiwara.asia

— X TIINSECAH K
— SERIALI&ZE & BFDunixtime
— B5F(Zrndc reload 56D T:EE,
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8: THABEA

e crontablZLL T ZEBEZEITIT HLIIZE X

— dnssec.sh sign ¥ —> 44

— 8 8 * * * root /etc/namedb/master/dnssec.sh
sign fujiwara.asia
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9: ISC DLVAM & §% (1)

e https://dlv.isc.org/ [ZTFOtR
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9: ISC DLVAM & §% (2)

=JL ==

e Manage Zones TY — & TE
— Add ZoneT., Y —21E0
— Add DNSKEY Record T/ r#2 & &%
o« AE—R—XIH, T7MILDT7vTO—F

e /etc/namedb/master/V —> 44 keys 771 ILDIEH
M. DNSKEY 257" &L T2\

— dIv.; A RITHEESNT-TXT RRZEMT 5 EE2E
IHENDONEDTY—2T7AILIZOE—LTEA.
reload9 % (dnssec.sh sign ¥ —> %)
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o ZMHH dnssec.sh [CHEREEMLET S
— KSKEZSKDEFH AN E
— KSKZEZHEJBHLISCDLVOERTELEELY
WEWTEBA
e Add key L= EEBEEO—FZEN0
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E ARG
o dighAL % s0aTTELTAD=1THAH_EZTEZRLET

% dig fujiwara.asia soa

;; flags: gr rd ra ad; QUERY: 1, ANSWER:
AUTHORITY: 3, ADDITIONAL: 5

;; ANSWER SECTION:

fujiwara.asia. 3600 IN  SOA f.fujiwara.asia.
postmaster.fujiwara.asia. 1251786921 3600 900 1209600
900

fujiwara.asia. 3600 IN  RRSIG SOA 523600
20091001053521 20090901053521 23397 fujiwara.asia.
SIGNATURE
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