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RFC 5011
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RFC 5011 (2)
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RFC 5625

DNS Proxy Implementation Guidelines
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RFC 5702

Use of SHA-2 algorithms with RSA in DNSKEY
and RRSIG Resource Records for DNSSEC
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e DNSSEC for Humans

e RSASHA256, RSASHA512%] it
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DNSSEC for Humans

e Smart Signing
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Smart Signing® il (1)

% cat > tld J—2J74I)L

tld. 3600 IN SOA a.tld. postmaster.tld. 1 3600 300 86400 600

tld. 3600 IN NS ns.tld.

ns.tld. 3600 IN A 192.168.0.1

% dnssec-keygen -q -fksk tld ~ KSK4A Rk

Ktld.+005+20353

% dnssec-keygen -g -1 +604800 -D +1209600 tld
SETCEMIEY ., —BREIE(7786400)(CE A ITFERALALRY.
— BB (14*86400)I12Y —U M 5E Z Ad D ZSK A AL

Ktld.+005+22332

% dnssec-keygen -q -A +604800 -|1 +1209600 -D +181440 tld
— B 1% (7*86400)[CE MGV . ZEME £ (14*86400)I2FE A [T ALGLIEY.,
=ERI#(21*86400) 12V —U Mo iE A AUAD ZSKE L

Ktld.+005+22512
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Smart Signing®D il (2)

% dnssec-signzone -S tid

Fetching KSK 20353/RSASHAL from key repository

Fetching ZSK 22332/RSASHAL from key repository

Fetching ZSK 22512/RSASHAL from key repository

Verifying the zone using the following algorithms: RSASHAL.

Zone signing complete:

Algorithm: RSASHA1L: KSKs: 1 active, O stand-by, O revoked
ZSKs: 1 active, 1 stand-by, O revoked
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Dynamic Update + DNSSEC
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RFC 5011 FSRAMZUh—EHEE#H

e named.conflCLL & FCab
managed-keys {

“domain” initial-key Flag Protocol Algorithm “public-key-
data”;
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— dns-lookaside auto;
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BIND 9.7.00#a< >k

dnssec-revoke [options] keyfile

— BEEZZ Trevoke bitF1129 %
dnssec-settime [options] keyfile
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BIND 9.7M#a< >k (2)

arpaname IP7FL X
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genrandom

— generate a file containing random data

journalprint 774 JL4
—journal 77 LE R P 3 <K
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—nNsSec3MNDR AL R -

- ik

15



0.7.0 betaTE EL=[HRE
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IREDKDEKTE
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— named 9.7 alpha — beta
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dnssec.sh

http://member.wide.ad.jp/~fujiwara/dnssec/dnssec.sh
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