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unbound ' unbound
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server: server:
ssl-upstream: yes interface: 0.0.0.0@853

forward-zone: ssl-service-key: "/etc/unbound/unbound server.key"

name: "." ssl-service-pem: ”/etc/unbound/unbound:server.pem”
forward-addr: 192.0.2.1@853 ssl-port: 853
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upstream backend { ﬁﬁﬁﬁy—cgéo
server 127.0.0.1:53;

) Uw 2> BR— &
e TCP 853(CIETE.

listen *:853 ssl; SSL/TLSZBRN(C.
listen [::]:853 ssl;

ssl _prefer_server _ciphers on;
ssl _protocols TLSv1.2;

ssl _ciphers ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-
SHA256:ECDHE-ECDSA-AES128-SHA256: ECDHE-RSA-AES128-SHA256: ECDHE-ECDSA-AES128-
SHA:ECDHE-RSA-AES128-SHA;

ssl _certificate /etc/nginx/tls/server.crt;

ssl _certificate key /etc/nginx/tls/server.key;

ssl _session_cache shared:DNS:5m;

ssl _session_timeout 5m;

ssl _session_ticket key /etc/nginx/tls/ticket.key;
ssl _session_tickets on;

proxy_pass backend; AR )
fETE,
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- cache-max-ttl: O
= localhost(CX1 9 B o|&EZiEF DD TERNL
- local-zone: "localhost" transparent
« 547> MAlDNginx#EEHT stream {

upstream backend {

TLS'ﬂ: server 10.0.0.38:853;
- _ < g }
= TLSTY > 3 2 BAHOEHED ..
EL \EE"";E'J listen *:80;

O proxy_ssl On ; proxy_ssl on;

proxy_ssl_session_reuse on;

= proxy_ssl_session_reuse on; B b 2
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1 H&E{B([unbound] - [unbound]) UDP 82000

2 HAE{B([unbound] - [unbound]) TCP 71000

3 FHE{E([unbound] - [unbound]) TLS 1000

4 Nnginx C TCPERix TCP 69000
([unbound] - [nginx — unbound])

5 NgiNnX CTLS termination TLS 2100
([unbound] - [nginx — unbound])

6 547> MllZENnginx CTLSAE TLS 2400
([unbound - nginx] — [unbound])

7 547> MilZZnginx CTLSAE TLS 15000
([unbound - nginx] — [nginx — unbound])

8 547> MilZENginX CTTLSAL(Zwv = 3 > BFAE) TLS 44000

([unbound - nginx] — [nginx — unbound])
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= TLS termination
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» TLS session cache
» TLS Session Resumption / TLS Session Tickets

- RFC 5077 Transport Layer Security (TLS) Session
Resumption without Server-Side State

- draft-ietf-dnsop-5966bis (DNS Transport over TCP -
Implementation Requirements) C4gE(INET BILT ?

= Connection Re-use
= Query Pipelining
» TCP Fast Open
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