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message.c:2516: REQUIRE(!dns_rdataset_isassociated(*item)) failed




ISC

CentOS Project

Canonical

RELGWRE -/ \—Day

CentOS 6.8
CentOS 6.8
Cent0S 6.8
CentOS 6.8
CentOS 6.8
CentOS 7.2
CentOS 6.8
Cent0S 5.11

9.9.9-P3
9.9.9-P2

9.8.5rc2 (EOL)
9.8.5rc1 (EOL)
9.8.4-P2 (EOL)
9.9.4-29.el7 2.4
9.8.2-0.47.rcl.el6_8.1
9.7.0-21.P2.el5_11.7

Ubuntu 12.04 9.8.1.dfsg.P1-4ubuntu0.17

FreeBSD(BINDIZrelease 10 Chase M54 L t=)
CentOS 5.x + bind9/\w4—< (EEE(Ebind97/ Vi —2)

Debian

Not affected
Not affected
Not affected
Affected
Affected
Not affected
Affected
Affected
Affected
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ISC CVSS Scoring and Disclosure Strategy
CVSS Base Score Internal Description Disclosure Build Plan
Fix all images to cover
8.0-10 Gritical & Catastrophic Pc?t.entl.al Critical m_ajorlty of f:leployed code
Notification Process (i.e. potentially open EOL
images)
7.0-7.9 Critical Security Advisory Required | Fix all non-EOL images
5.0-6.9 High Security Advisory Required | Fix all non-EOL images
3.0-4.9 Medium No Advisory Required Fix all non-EOL images
0-29 Low N Advisery Reguirey. | X eadehasennd move
forward

http://www.isc.org/wp-content/uploads/2013/08/CVSS_Scoring.055.jpg
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A TALE OF A DNS PACKET (CVE-2016-2776)

http://blog.infobytesec.com/2016/10/a-tale-of-dns-packet-cve-2016-2776.html
PoC: https://github.com/infobyte/CVE-2016-2776
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commit 4adf97c32fcca7d00e5756607fd045f2aab9c3d4
Author: Mark Andrews <marka@isc.org>
Date: Mon Apr 8 16:29:26 2013 +1000 3548.

[bug] The NSID request code in resolver.c was broken resulting
in invalid EDNS options being sent. [RT #33153]
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10/21(IST)(C

CVE—-2016—-2848: A packet with malformed options can trigger an assertion
failure in ISC BIND versions released prior to May 2013 and in packages
derived from releases prior to that date.

Michael McMally menally at isc.o
Fhu Oct 20 18:79:33 UTC 2016

e Previous message (by thread): BIND 5.11.0 is now available
e Mhlessages sorted by: | date author

CVE-Z016-2548: & packet with malformed options can trizeer an
assertion failure in ISC BIND versions released prior to May 2013
and in packages derived from releases prior to that date.

https://lists.isc.org/pipermail/bind-announce/2016-October/001008.html

B 3220 BIND 9.xDleegtE DNSF— ' ZMiF.k) 12T (VE-2016-2848)
= 2= (R ey 2 a DNEH =)= HERIDNS T — ) i — IR &,
HREGET AR IE 2 — g i—ug D|IETE -

=B L Bt —E 2 (JPRE)
%J]HET’EE&I 2016,/10/21 (Fri)

THEE

BIND 8.xI2 £+ S35 EOT
2ATEE (Dok) MEEAElge k-
FhEEatEIC L. R %ﬁ, L7
ET,

BEICEY), naned|HT BB SD Y~
s B b :
I —F AD LA RET S oTREES B

.

E

https://jprs.jp/tech/security/2016-10-21-bind9-vuln-malformed-options.html
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RedHat 5 9.3.6-25.P1.el5_11.9(bind9) Affected

RedHat 5 9.7.0-21.P2.el5 11.7(bind97) Affected

RedHat 6 9.8.2-0.47.rcl.el6_8.1 Affected

Ubuntu 12.04 9.8.1.dfsg.P1-4ubuntu0.17 Affected

Debian 7 9.8.4.dfsg.P1-6+nmu2+deb7ul0 Affected
Amazon Linux 9.8.2-0.37.rc1.48.amznl Affected
Infoblox NIOS 6 6.12.19 Affected ? (*1)
BIG-IP 12.1.173 & Not Affected(*2)

(*1)10/21C7YTF— MUY= ZENTOBTENSHERI (VY- ARES E R R
(*2)=FTDHotFixzEAE AR5 (ERZE R
https://support.f5.com/kb/en-us/solutions/public/k/01/s0l01471335.html
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https://doc.powerdns.com/md/security/powerdns-advisory-2015-01/
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ISC: https://www.isc.org/downloads/software-support-policy/security-advisory/
RedHat: https://access.redhat.com/security/team/contact

Ubuntu: https://wiki.ubuntu.com/SecurityTeam/FAQ#Contact

Debian: https://www.debian.org/security/faq#discover

IPA: https://www.ipa.go.jp/security/vuln/report/#contact



