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GitHub: https://github.com/sischkg/
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« CNAME/DNAME

— CVE-2017-3137 (https://kb.isc.org/article/AA-01466/0/)

A response packet can cause a resolver to terminate when processing an answer containing
a CNAME or DNAME

« DNSSECPE3E (DNSKEY/RRSIG/DS/NSEC/NSEC3)
— DNSSEC validationBXh7R & EDESS N Do Tefesd

— CVE-2017-15908http://blog.trendmicro.co.jp/archives/16583)
"Linux PC (CXJ 9B DoS INEENB]REIL [systemd] DRESHIEIC DUNTHEESR"

e TSIG, TKEY/X EDRR

— CVE-2016-9131(https://www.fortinet.com/blog/threat-research/analysis-of-isc-bind-tkey-query-response-handling-dos-

cve-2016-9131.html)
Analysis of ISC BIND TKEY Query Response Handling DoS (CVE-2016-9131)
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 IN= CH/HS/NONE/ANY
CVE-2015-8000(https://kb.isc.org/article/AA-01317)
Responses with a malformed class attribute can trigger an assertion failure in db.c

— GLEZE E(CYERL UTZTTL/TYPE/RDATA

REZEDRRIZHT it

— OPTRR

« RAO—RYX, HL5RRCODEZFELEIN S HRK
CVE-2016-2848(https://kb.isc.org/article/AA-01317)
A packet with malformed options can trigger an assertion ...

« NSID, ECS, COOKIE, TCP-KEEPALIVEZ 1B
o &LEZ B E(CERL LTZOPTION
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$ dig @127.8.9.1 www.example.com a +dnssec +norec
;; Warning: Message parser reports malformed message packet.

; £<£3>> DiG 9.9.4-RedHat-9.9.4-51.217 4.2 <<>> @127.8.0.1 www.example.com a +dnssec +norec
; (1 server found)

;; global options: +cmd

;53 Got answer:

-»>HEADER<<- opcode: QUERY, status: NOERROR, id: 42115

flags: gr aa ad; QUERY: 1, ANSWER: 5, AUTHORITY: 1, ADDITIONAL: 1

WARNING: Message has 3319 extra bytes at end

33
33
33
;3 QUESTION SECTION:

swww.example . com. IN A

55 ANSWER SECTION:

Wi . example . com. 10 IN A 192.168.08.181
wiiw . example . com. 108 IN A 192.168.8.182
www . example . com. 9611388808 HS DNAME \@284159fc\167,\191\20054181p\186KG\198m"\289\226,814420084236\15221

5I4209%\8304\08184133\1694192\152197  \086*\135\1711\207" 41594192\827%234.%251,1584174,135'09144180"815}knk\1522089,173
W1837\235{\196e 1441248541994 008 196 \\\161137v\ 16768654021V 8123162138402 71,159%245,138%138\815,49419842804\812 _\1
5@>\@18\144\236\139|\22@\131\211\133\235?\@@5\)\@12"\133\@@8\239?\223\23?-C\194\159\154\2@4\@13y\22?K\139t\183\15@q
\929\153\196.\931\16?\151\212\219|\197\1?1W\2513\189{\168\912P\178z\1?Bylp\246V\168\232\227\9992\212i\\|\991\176\21
54253v\883U\24174138 . www.example. com.

Wi . example . com. 10 IN RRSIG A 13 3 10 20186613124222 20180603124222 59425 example.com. 3alpbgbW
BXF2tIBdMi3MvjKVecBNCmxwhxFk+qhab9yV3/AQeDMO+pVI] Mpa9Ivt78MN4alzXDOcNvvAxBusWGsw==
www . example . com. 961138880 HS RRSIG DNAME 13 3 961138880 20180613124222 20188683124222 59425 example.co

m. 3CvHapBLSvYyeFGS5beQkBagq6oWXbKIN2vEGZGn1Bsh]jIeP2uldCIQNE qdYEPghatzIFCWwOAEBWIXIFIjnT+yQ==
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$ dig @127.9.0.1 www.example.com a +dnssec +norec

;3 Warning: Message parser reports malformed message packet.

33 Truncated, retrying in TCP mode.

;3 Got bad packet: bad compression pointer

B746 bytes

32 fb 84 20 00 ©1 00 63 060 04 60 01 83 77 77 77 2 e W
37 65 78 61 6d 78 6¢c 65 83 63 6T 6d 66 26 01 60 .example.com....
21 c@ Oc B0 01 98 01 00 B0 00 Ba B8 B4 cd a8 B8 0 e aaaaaa
55 cB Oc 80 01 08 01 00 B0 00 Ba 00 B4 cP ad 88 B i inanaa
56 c@ Bc 90 2= BB 91 06 6O 68 Ba 00 5T 60 01 ad ) S .
33 B0 68 88 Ba S5b 21 11 2e 5b 13 e2 2e =8 21 &7  ..... [ P
55 78 61 6d 70 6c 65 83 63 6f 6d B0 a8 60 6¢ 7T example.com.. 1.
5t 7c d7 4a a7 5c 83 T4 ee d9 62 29 71 42 1d ce _].3.\....b)gB..
46 89 Ba cb6 O b7 4a T3 6f 9c 86 91 &f 91 31 5d Fovunn B 1]
85 1la 64 96 55 fe 54 ¢l 25 4f 3c d6 3 B2 3a T6 e.d.U.T.®0<. .5,
88 df dé 25 37 ed c6 23 26 48 cf 19 c@ Bc 88 2b wL W HTLHBH. L. L. +
89 84 6¢c 1f 77 od 98 24 8b 69 85 82 81 31 31 cl1 R YRR . S s
7b 47 e8 96 8a cl1 2c b5 17 ce 8f 20 df be 26 47 G e e &G
9c 2d b5 64 ee 45 2T 6a 83 43 99 84 cB Bc 00 @b ~.d.Efj.C......
80 fe 44 97 5d 51 00 84 7b f5 aa ©f f4 5d 64 ed ..D.19..{....]d.
54 8c 13 81 c4 5f 5b d7 48 85 35 00 9d 60 83 ad de... [.@.5..7..
at 18 72 24 24 82 63 T3 45 bf 34 98 c6 =7 1T 42 ..r$$.c.E.4....B
cd 62 82 83 89 22 63 82 2c 19 44 22 46 92 26 bs b e, DV@.&.
el 30 82 c3 62 e® d7 78 cf 2f a2 28 38 aa 57 44 .B..b..x./.(8.WD
ae 84 bc 69 3b be d3 21 b3 65 70 c2 96 22 B84 80 .aiplllleplltol
489 4c ef 8c Bl cB8 =0 86 48 4 20 2b 3b 82 85 B @L...... H..+;...
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 PowerDNS Security Advisory 2017-08: Crafted CNAME answer can cause a
denial of service

— https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2017-08.html

* Knot Resolver: fix CVE-2018-1110: denial of service triggered by
malformed DNS messages (24 DfE1REE)

https://lists.nic.cz/pipermail/knot-resolver-announce/2018/000000.html
—  https://gitlab.labs.nic.cz/knot/knot-resolver/issues/334
—  https://gitlab.labs.nic.cz/knot/knot-resolver/issues/335

* Knot-Resolver 2.3.0 crashes in module/stats.

libknot(knot-dns)D"knot_dname_to_str memory overflow" (CFZ[A]

—  https://gitlab.labs.nic.cz/knot/knot-dns/raw/v2.6.7/NEWS
—  https://gitlab.labs.nic.cz/knot/knot-resolver/issues/354
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