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DNS Flag Day 2019
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2019: T, - 3 months, sample 23 M domains
Mode Permissive  Strict
(<= 2018) | (2019+) 2019: T, - 3 months: clusters of breakage
OK 48.61 % 0 . .

_ provider domain breakage # broken
Compatible 23.37 % hichina.com. 35.78 % 469 611
Highlatency  13.15% 7.48% dnspod.com. 2566 %| 336797
gf::ka 14.87 % 20'55 0/° I I myhostadmin.net. 5.04 % 66 208

ge S xincache.com. 4.82 % 63 246

Source: https://ripe78.ripe.net/presentations/53-plenary.pdf dnspod.net. 327 % 42 881
dnsdun.net. 2.85% 37 435

Z gmoserver.jp. 271 % 35 595

registrar-servers.com. 1.64 % 21 533

0 alidns.com. 1.63 % 21 369

85 % metaregistrar.nl. 1.20 % 15762
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DNS Flag Day 2019
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Percentage of responding servers that responded to a EDNS(0) request with a
unknown option
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Source: https://www.isc.org/blogs/dns-flag-day-was-it-a-success/
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DNS Flag Day 2019
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DNS flag day: 2019 in practice
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Source: https://ripe78.ripe.net/presentations/53-plenary.pdf
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DNS Flag Day 2020
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« 2019-05-12: DNS-OARC30 T/\RIL-TA4RAv 3V
- Y7k 7RVE—: ISC, CZ.NIC, NLnet Labs
- FXRL—%—: OpenDNS/Cisco, Quad9, CloudFlare, Google
- https://youtu.be/mH_elg9EUWwW?t=680

- https://indico.dns-oarc.net/event/31/contributions/678/attachments/673/1102/dns
_flag_day_panel.pdf

« 2019-05-21: RIPE78 TV 7+ OV X
- Petr Spacek (CZ.NIC), Ondfej Sury (ISC)
- https://ripe78.ripe.net/archives/video/28
- https://ripe78.ripe.net/presentations/53-plenary.pdf
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DNS Flag Day 2020
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- [ERE:
- INgYNTSTAVT—23Yy
« EFKEELFEA
- https://tools.ietf.org/html/draft-bonica-intarea-frag-fragile

s EFATTEHYFEEA
- https://tools.ietf.org/html/draft-fujiwara-dnsop-fragment-attack

e O—)l:
- DI AVT—avLiaWnWESIC, EDNS Buffer Size &5 LELELD
- KXy, UDP DS TCP ARAYFLFELELD
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EDNS Buffer Size

DNS Flag Day 2020
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DNS over TCP

DNS Flag Day 2020

RFC 7766: DNS Transport over TCP - Implementation Requirements
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Reflection/amplification attacks

IP Fragmentation attacks
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DNS over TCP
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TCP on auths in May 2019, 34 M domains, 59 TLDs

Mode TCP aslast TCP
instance required

OK 67.52 % 67.52 %
High latency 12.83 % 5.76 %

Dead 19.65 % 26.72 %

Breakage +7.07 %

email, solutions, tel, date, review, one, link, services, company, agency,
group, guru, news, network, photography, studio, jobs, business

net, co, xyz,
se, ¢z, loan,
online, club,
site, icu, nz,
shop, Itd, cl,
mobi, app, live,
pro, website,
space, nu, fun,
store, win,
tech, men, life,
blog, stream,
world, dev,
wang, bid,
rocks, cat,
tokyo, xxx,
today, design,
trade, xin

o RAE:

- 2019%5AH

- 3.400 BRXAYV

- 59 TLDs
o fER:

- 7%TIE TCP O%Bh
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Source: https://ripe78.ripe.net/presentations/53-plenary.pdf
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DNS over TCP
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Top ten: TCP-broken providers in May 2019
provider domain breakage # broken
hichina.com 67.84 % 1610 817
name-services.com 6.74 % 160 070
foundationapi.com 3.66 % 86 970
xincache.com 263 % 62 479
alidns.com 2.16 % 51 309
123-reg.co.uk 2.04 % 48 411
z domainparkingserver.net 1.69 % 40 036
ztomy.com 1.27 % 30 238
o mytrafficmanagement.com 1.23 % 29 285
90 % myhostadmin.net 1.05 % 24 856
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DNS Flag Day 2020
s YIVITR—IADY—JLIFFEFEF

« [diglaA<YYRT. FROLIICHERTEIET

$ dig Qresolver_IP test.knot-resolver.cz. TXT
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- https://dnsflagday.net/
o PFOVR A=)V TI) AN

- https://lists.dns-oarc.net/mailman/listinfo/dns-announce
o TARAYYIAV A= VTYRK

- https://lists.dns-oarc.net/mailman/listinfo/dns-operations

 Further Issues

- https://github.com/dns-violations/dnsflagday/issues
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Jan HILBERATH (V7> - EJLXRS—|)
<jan.hilberath@open-xchange.com>

OX Dovecot &k &+t

T 103-0007

ERREAARX HARERH] 2-60-10

THINEE )L 4F DOVECOT
+81 3 3527 3630

POWERDNS

AN OX COMPANY

Stay Open. Dx®


mailto:jan.hilberath@open-xchange.com
http://www.open-xchange.com/
http://www.open-xchange.com/

Stay Open. Dx®



	Slide 1
	Placeholder Headline_clipboard0
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17

