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Recap
ID4me >, 7

Login with Google

e FA—TVT. . 7xFL—avINiEDNSR—XIDH—EXR

2017 &£ @nic B OX L3R

DNS R—Z2D> TV A4 (SSO)

- OpenlD Connect + DNS

- TXTLO—RTRAVI—%ZIBET DT

_acme-challenge.myname.example.org IN TXT "aywTMOWAUakmXgoQr"

F LR —LR=IICTHNEEFDRFAR:

- https://dnsops.jp/event/20180627/2018-06-27_DNS Summer_Day_ID4me.pdf
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Recap

ID4me > C. A ?

Identity authority DNS
4. Enter password (or be s’ -
recognized by cookie) ~ _»*
s’ - 5. Login 3. Request login 2. Discover authority
e OK and agent
e’ -
#” 1 Provide identifier i 6. Request user data
__ E BN BN BN BN OB BN BN OER OB B OB B
- ‘--------------
8. Login completed . 7. Send user data :
User J P Relying party . Identity agent

(any online service)
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ID4Ame AISBL

IDdme @ NPO

* AISBL = Association Internationale Sans But Lucratif ( 75> X5&)

ID4me AISBL
Rue Belliard 20
1040 Brussels

Belgium

Phone: +49 721 97670859
E-Mail: info(at)ID4me.org

Board of Directors: Thomas Keller, Dr. Jérg Schweiger, Rafael Laguna de la Vera, Andreas Gauger
Registered in the Belgian Banque-Carrefour des Entreprises under the number 0711.986.433.

VAT ldentification Number: BE 0711986433
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CloudFest Keynote (2019-03)

Andreas Gauger, Chairman of the ID4me board

CLOUDFEST

March 23-29, 2018

LOUDFEST

Source: https://www.youtube.com/watch?v=2QDXhROXylc
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CloudFest Hackathon (2019-03)

ID4me Plugin Fiesta

CLOUDFEST

Summary

* 18 Participants
* 12 Relying Party integrations
* 2 Authority/Agent projects

* 11 Projects with working integrations
* Protocol proved and tested for interoperability

K»pano
HACKATHON GoDaddy
Source: https://www.youtube.com/watch?v=pWIVim_Z6eU
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Wordpress Plugin

20194 6 H
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https://wordpress.org/plugins/id4me/

(@ WORDPRESS.ORG

Showcase Themes Mobile Support GetInvolved About Blog Hosting

Plugins My Favorites  Beta T

ID4me
By 1&1 IONOS
Details Reviews Installation Support Development
Description

ID4me is a public, open, federated digital identity service that centralizes
user access and user data into one

choosen platform, without the user being subsequently bound to said
platform, i.e. with the possibility for the

user to be able to switch platform without losing any connection to the
services where they connect.

Version:

Last updated:

Active installations:

WordPress Version:

Tested up to:

PHP Version:

Q

Get WordPress

Download

1.0.2

3 weeks ago
Fewer than 10
5.0 or higher
5.2.2

7.0 or higher
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DENIC ID

@pricio
KA ccTLD BIES4t

1063

|NoncsMarc Hustermann
|Emailsmarcgdenic. de

User
DENIC ID — Now My Domain Knows How to Log Me In!
.denlc.d:
DENIC ID puts users in control of their digital identity. The DENIC ID is based on the open standard e v,
ID4me. With the DENIC ID service, DENIC and its members offer secure, data privacy-compliant, CONSENE RN e | Name
universal logins. The solution is innovative: The login is domain-based and completely independent T for user data E.’“"
1 . Login Authentication and request for user cat

()

Which Ip authority manages |57
anages Oz

INFORMATION FOR MEMBERS

cpenid.marc, denic,de IN THT @
"wmD; fsemid.denic,de;clpaidentityagent. de®

HOW DENIC ID WORKS
Source:
A DENIC ID authorises the user to access all online offers that accept ID4me compatible logins. It is https://www.denic.de/en/service/denic-id/
left entirely to the user to decide which data they want to share with the respective provider when
logging in.

Users Want Centralised Personal Data Management Under Their Own Control

Internet users have a multitude of accounts and related passwords for a variety of websites and online

services, but they hardly have any control of their personal digital identity. Dx
11 Stay Open.
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1&1 IONOS - Digital Identity

NAYDRATAV T =%

12

= @ IONOS communiy Q

REGISTER NOW

ID4me is

indepenc

3Art » 3Members

Learn the Basics of ID4me Do you like this topic? i

The aim of the project is to facilitate the adoption of ID4me as an

innovative single sign-on solution that focuses on privacy and offers or Login o o ®
independence from Internet giants such as Google, Facebook and

Armazon. We want to support the developer communities of popular

CMS such as WordPress, Drupal, Joornla & Co. Give toolsto the hand to
integrate |D4me with little effort.

Digital Identity Starts as a Beta Phase at 1&1

The new product Digital |dentity will be available as beta in Gerrmany
starting on 3/25/2019. Do you also want to use this product in your
country? Let usknow it here as a comment...

The Principles of ID4me

* Read more
ID4drme is a protocol based on open standards with the basic principles
of data protection and portability. The protocol is also unique inthat it

Source: https://www.ionos.com/community/digital-identity/id4me/
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GitLab

https://gitlab.com/ID4me

13

ID@ ID4me @

Group ID: 2527183

ID4me is a universal identity providing login and data access. ID4me is an open group of ISPs, Software Developers and other
Entities that care about the future of the Internet and want to defend its distributed and federated architecture.

Subgroups and projects Shared projects  Archived projects Search by name

o simple-iddme-relying-party
Very basic ID4me Relying Party implementation with Spring Boot

oo id4me-plugin-wordpress
ID4me Plugin for Wordpress

o id4me-rp-client-php
Relying Party client library for PHP

A 1 id4me-rp-client-dotnet

A b django-allauth-iddme

0 1 id4me-rp-client-python

Last created

®*o0 ©

general
Project to track issues an features as well as documentation related things

RelyingPartyApi

identity-agent-prototype
The ID4me Identity Agent Open Prototype Implementation

C2ID Authorization Endpoint in ID4me
QIDC Auth Endpoint in ID4me. Additionally under ...

ID4me documentation
Public Repository of working drafts and overview documents

C2ID Claims Source in ID4me
Connect2ID Claims Source implementation for ID4me: https://connect2id.cc

ACME Server
ACME Server Java implementation based on https://tools.ietf.org/html/draft
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ID4me.org

IDEEI Home  Join Engage For Users For Developers ~  About ~ Blog Q

Contact

-"ee

2 ol BETEe

[3) Login with ID4me
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BIEUELIDOERDES...

Jan Hilberath (17> - EJL RS —|)
<jan.hilberath@open-xchange.com>

OX Dovecot &k &+t

T 103-0007

ERREAARX HARERH] 2-60-10

THINEE )L 4F DOVECOT
+81 3 3527 3630

POWERDNS

AN OX COMPANY
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