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DNS D& {EX TR R R LISE

2260 DNS (WY ILIN=) B —EADEtaELHNICLNEETE 1L
A1)
« OpenDNS (2005)
« (Google Public DNS (2009)
— ZLOH#IFKICEB L. IP Anycast ZFAVSEF., BANRDII 7Y MIIEWNWECADOIERL
2= LY—=N—(C7DTRATELIICTHEI>WARANHD
—#&D ISP Tt..
» MEMICLVER, NIR—YOFENREIRICHERTEGL ISP

o AVTVVYDNZHRIEICED KRB E - ILmiBiE, IRBIEDERICLD., RO ZHRITH—)\—
ZECE LD, WA THORY ) —DEtEk
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ECS (EDNS Client Subnet) - Z)LUYVILIN—hb¥EBR— LTT—IN—ADDTVIC,
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EDNS (0) - RFC 6891

DNS 70 rIILDHLEE — 100 (Additional) #0 a3V AIC TOPT ] Pseudo (#1El) RR (41)
OPT ([ZfthD—fi%HITE RR &GS 74—V THIRNONS (DIABRETTLAI N B EE

. UDP 243 DNS Ayt— 44X (RFC 1035 Tld 512bit) OEK
. #1755 (DO £y b — DNSSEC OK) Sp L
. LAKYAI—F (RCODE) ZZRAM#k3E — BADVERS (16)

o ZATVavmEM (ATVavI—RERIZERDATIavT—ANRY)
%\JTEU_'"—Qﬁ'i’EL_C’7547‘/ b - = N\—RETPNED
I
- EDNS Client Subnet (RFC 7871/ #7FY3a>d—F 8) R
DNS Cookie (RFC 7873/ A#7ava—F 10) ATVAT N
Padding (RFC 7830 / #7¥ava— K 12)
DNSSEC Key Tag (RFC8145 / #FY3yd— K 14)
Client ID / Device ID O% (JEAZERHA S —3h B TEE, 26946 65073 1)

OPT # il RR B{A(Z 1 2B, #Tav R B(THEHHOTHLL
(RFC 2671/ 2673 TEZESNEIANILAM FHEIE(E RFC 6891 TRELE) (ﬁ .
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EDNS (0) (%)

2IWIVIVN— — 1B — LY — N\ —RB TR LF FE
DNSSEC E&A G CIEw7E (EDNS Tizlye DO By b IZ ToNZgly)
[FENEDEZETT IV T EDNS Z2FIF
DNS Flag Day > C&HNELEER

ATV IVIN= = Z)V)VILIN—FE TOHF| A (3R E #Y

2LV ILIN—T DNSSEC ZBERA R Z1ToCH. FIATBIAITVVILIN—{BIDE)
{EIZZEDLIZLY (AD 755% CD 73571(C1& EDNS ([F@AZBTIEELY)

dig CERTSDIVETI4IL T EDNS
DNS-over-TLS., DNS-over-HTTPS ZI(Z$1(73 Padding
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EDNS Client Subnet (ECS) — RFC 7871

« EDNS (0) #7¥3> (Option Code: 8) FIFALTHIM7U D IP 7 F
LADY TRy MESR (7 RLAETLIMDAE) £00ENT 3

o« [REIELTIWIVINN-EERR— LY —N—DETEDND
RFCTIED747> b ECS &R (TEOTZIZ & (COVVCH R

» 7A=Yk

OPTION-CODE ( 8)
= 7 —flht
OPTION-LENGTH (777vbh&) jem
5T A MEINE 5 FAMILY (IPv4:1/1Pv6: 2) . ﬁiﬁﬁiﬁééd)ﬂ
o FrulaUNEfu ~ SORCE PREFIX-LENGTH | SCOPE PREFIX-LENGTH “[| 'J’JI; Tl
« PUY=TEUDIAR | N o
(FLIUDARET, Bl: 117~/24 135 37 DTIE)
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EDNS Client Subnet (ECS)

dlg ]7\/ I\"T':E) (Eaiﬁo):e@t; 6) 1q.7jua-|-ﬁ[é v Additional records

v <Root>: type OPT
Name: <Root>
Type: OPT (41)

$ dig (M) +subnet=192.0.2.0/23 UDP payload size: 512

(HHER) Higher bits in extended RCODE: 0x00
. . EDNSO@ version: O
55 OPT PSEUDC.)SECTION. > 7: 0x0000
; EDNS: version: @, flags:; udp: 512 Data length: 11
; CLIENT-SUBNET: 192.0.2.0/23/24 v ‘pkipn: GSUBNET = Cllenk: suonet

Option Code: CSUBNET - Client subnet (8)
Option Length: 7

Option Data: 00011718c00002

Family: IPv4 (1)

55 QUESTION SECTION:

Wireshark / tshark T (&xiDH D7z 0) Source Netmask: 23
7 o LE, Scope Netmask: 24
ﬁ#*ﬁ'ﬁm n| BE Client Subnet: 192.0.2.0
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. ¥ERB DNS NS EEREEIMEELH
. FIMNY—
— DIVEERIERR—LY— DRI AR
o IEBR—LT—N—{
I Lz (N ECS ZEBR (A7 YavEEI- THRE) LTLL
.« EETTIP PRLAY® ECS [CETVWTRELS IP PRLARRTCEBHANR 2 E
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ECS Z8#(CLTL31 0.5 3R F G NA—

« HERIR—LY—)\—(Z SOURCE ££733% SCOPE Z:RULTH &L
« SCOPE ZRALTRY -> REH[ELDHM YT Ry bOTEHRAARLLY
(W R—=BECTUDIA M EBELTEELY)

« SCOPE &RKLGRY > LDFMFEEHR T+
(192.0.2.0/16 €LVODERYFI=D7 FLAREEELTIHNMLLDTZDY)

SOURCE & SCOPE WL 4DAED5EWVA (P RUVAZERIDLLNE) THrya
IV IVN—BITIIFDREDIHTIN? EZA—DIHEE?

o UVIVILN=ADHIIEDZ47>Y b ECS &2 TH LY

« D347 Forwarding Resolver Dig&
IV ILN—EZ (T ANSID? 2T AN LVE L REFUSED
) D47 bDDNFTERZ ECS EHHDEET SRV MI—D45t
o« AT7F7PDF ( SOURCE-PREFIX-LENGTH=0 )
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o YIRYIDEHN 2GS = FrvVaBE (AE)—) HMEZ S RIRENH

» BIXILHIEIDDSA 7Y DTS = Fry I ANEZ S AIEENE
(EBRIADODTUOEM, TS EFFREOEM)

R4 MANDERSL (FEBAR— LT —)\—, FA Y ZD1th)
D347 o2& LTz ECS DRy —
192K ECS 2R AT HLEEADE, Y MI—DAD IP 7 FLADEINZ TIC

BT, RyrI—5 I~fr\IZI V=BG EZGAINEWT UV I1YD AL RS
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@ D3AT7U R (ARTUJIVIN=) ETIIVILIN—EDRED
FS U AR—F

@ TIWWJIN—EEBR— LT—NN—EDRED bS5 AR— b

IPv6 BIEDT=HDT7 FLA (D) DIVEVTZTIVIJILIN—0
IPv4d 7RLA (@) [CL2TITRICE (FEIFEDH) BFEELID
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ECS &£7514/1\—

BEAER R — LT — S~ ([CER BN/ TY FOEBA R 2345107
LEIDTTIAINI—DZIBTREBULIDELDER

. RIARURK

o ATFPUK-RFC 787139547 M) SOURCE-PREFIX-
LENGTH=0 O ECS &:X3_&CA T bPU b d AR EEC AR

« Mozilla @ Trusted Recursive Resolver k) —
https://wiki.mozilla.org/Security/DOH-resolver-policy
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FE(C1ZILD QNAME
whoami. (ipv4|ipv6|ds).akahelp.net IN TXT
EHd (ECS (Ixt it L) 225 DNS

$ dig @X.X.X.X whoami.ipv4.akahelp.net TXT +short

"ns" "198.51.100.1" & HEERX—LY—N—ADDIVZEET (2FDTILWYVILIN=) DFELA

"ecs" "192.0.2.0/24/0" €& MERARX—LY—N—HERILE ECS, /24 THEHIENAHD

"ip" "192.0.2.14" & ECS QFHBERNODTY FLANIVALTIRS (MEBR—LT—N\—[CERHBDIPT FLAR SN DIELY)
$

EHd (ECS (TRt L) TV ILI—

$ dig @Y.Y.Y.Y whoami.ipv4.akahelp.net TXT +short
"ns" "203.0.113.1"

"ecs" "192.0.2.0/24/0"

"ip" "203.0.113.1" & "ns" &REU

$

PHARADHERAR— LY —N—L&REFD ECS EX(THDEERL TL\DH.
FERLTWVENIER D NS ~
19 akahelp.net [37°/Vy VBN TIREENZ LD TH D, BIEICRTEETS 6D TEH D Ft A, (



SAEICZILD QNAME (#&F) B — LY —NN—ICEEDIILTHD

$ dig @Z.Z.Z.Z whoami.ipv4.akahelp.net TXT +subnet=10.0.0.0/8 +norec +noall +comments +answer

5 <<>> DiG 9.14.0 <<>> @Z.Z.Z.Z whoami.ipv4.akahelp.net TXT +subnet=10.0.0.0/8 +norec +noall +comments
+answer

; (1 server found)

55 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61295

; flags: gr aa; QUERY: 1, ANSWER: 3, AUTHORITY: ©, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096 € OPT #:i{tl RR [ ECS Z T Y3y F—4an&E T\l

;3 ANSWER SECTION: = ZWWVILN—=FH T2 ERELEBVTFryY1THARE (SCOPEH/0ERE)
whoami.ipv4.akahelp.net. 20 IN TXT "ns" "192.0.2.101"

whoami.ipv4.akahelp.net. 20 IN TXT "ecs" "10.0.0.0/8/0"

whoami.ipv4.akahelp.net. 20 IN TXT "ip" "192.0.2.101" & "ns" &[@U,

$ ECS ZH|ML TS L2 RT (FITH)

N
20 akahelp.net 37 /\y JEMNTRHEENZ LD TH D, BIFICRIIZITOBDTIEH D XA, (?\




FE(CZILD QNAME ($tZ 2) IPv6...
NS [C A & AAAA B H-7TFE . BIRVYVILINDERBR— LT —N—(C7DE AT 3V, BIRVVILNICIKE,

$ dig @X.X.X.X whoami.ds.akahelp.net TXT +short

"ns" "2001:DB8:XXXX::104" & IPv4lZolzNIPve fZofzh

"ecs" "192.0.2.0/24/0" & ECSIEDIA7VMHBEIFBIVILNCEWEDEREEDY—AIPY RLAZICLTIVS

"ip" "192.0.2.14" & ECSOFEEMANDY FLANIVHFLTIRS (FEBR—LY—N—(C@EEXRZHDIPY FLAIZH M bELY)
$

$ $ dig @W.W.W.W whoami.ipv6.akahelp.net TXT +noall +answer +comment

5 <<>> DiG 9.14.0 <<>> @Z.Z.Z.Z whoami.ipv6.akahelp.net TXT +noall +answer +comment
; (1 server found)
55 global options: +cmd
;5 Got answer:
;5 ->>HEADER<<- opcode: QUERY, status: SERVFAIL, id: 43045 & COBEIRIVILNIZIPVATUNMIIVEHSEN?
;5 flags: gr rd ra; QUERY: 1, ANSWER: ©, AUTHORITY: ©, ADDITIONAL: 1
(B&)

21 akahelp.net (37 /\y JERNTRHEESNZHDTH D, BEICRIAIZITSOHDTIEH D XA (
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