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B3 L 70

O @ guest@debian-ex1: ~ — ssh guest@192.168.56.101 — 111x35

; <<>> DiG 9.11.5-P1 <<>> @192.168.11.1 +dnssec +horec aaaa.adad.dada.adad.dadd.aadad.aaad.aaaad.aaad.aaaad.aaad.d
aaa.aaaa.aaada.aadad.aaada.aaaad.aaaa.aaaa.aaad.aaaa.aadad.adaada.aaaad.daaa.aaaa.aaad.aaaa.aaad.aaaa.aaad.aaaa.aaaad.aa
aa.aaaa.aaad.aaada.aaad.aaada.aaaad.aaad.aaaa.aaada.nodnssec. exp

; (1 server found)

;5 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9888

;5 flags: qgqr; QUERY: 1, ANSWER: @, AUTHORITY: 4, ADDITIONAL: 3

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags: do; udp: 4096

;3 QUESTION SECTION:
;aaaa.aaaa.aaad.aaaa.aaad.aaad.aaaa.adaad.aaad.aadaa.aaad.aaadad.adaad.aaad.aaadad.aadaad.daad.aaaa.aaad . aaad . aaaa . aaad.
aaaa.aaaa.aaad.aaaa.adaad.aaad.adaa.aaad.aaadd.adaad.aaad.aaadd.aadaad.aaad.aaaad.adaad.daad . aaaa.adaad.aaad.aaaa.nodnss
ec.exp. IN A

;3 AUTHORITY SECTION:

nodnssec.exp. 86400 IN NS nsl.nodnssec.exp.

nodnssec.exp. 86400 IN NS nsZ2.nodnssec.exp.

0oilllcSnvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN NSEC3 1 1 12 AABBCCDD HCOQEKQUJIKBVUOO9846N8QOHO79QKCIP NS SOA RRSI
G DNSKEY NSEC3PARAM

oilllc5nvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN RRSIG NSEC3 8 2 900 20301231235959 20180101000000 41979 exp. KeQYK
S1QTHKTav1lgznMYxr7ngD6eG7F9175gZ60kHH]@sxCHZDrY3zLy d/D2mQHP/BQEMxzOKFSdu7Nx83I1G/8mthd/CwErduq80ozYW9CecolLpSu tZ
yDMS@OUzoPxsWCBcu3uBPGXo6LHgPUMFmgK@OVECiBgHQ/tSy1EWuWdv 40I=

;5 ADDITIONAL SECTION:
nsl.nodnssec.exp. 86400 IN A 192.168.11.7
nsZ2.nodnssec.exp. 86400 IN A 192.168.11.8

;3 Query time: 42 msec

;5 SERVER: 192.168.11.1#53(192.168.11.1)
;5 WHEN: Tue Jan 15 20:00:58 JST 2019

;3 MSG SIZE rcvd: 571

root@resolver:~ # [

; <<>> DiG 9.11.5-P1 <<>> @192.168.11.1 +dnssec +norec aaad.adad.adad.adada.aaadad.dadad.daadd.daad.aaad.aaad.aaaa.a
aaa.aaaa.aaaa.aaad.aaaad.aaad.aaaad.aaaad.aaaa.aaaa.aaada.aaaad.aaad.aaad.aaad.aadaad.aaaad.aaaa.aaaa.aaaa.aaaa.aaaa. aa
aa.aaaa.aaaad.aaaad.aaaad.aaaad.aaaa.aaaa.aaada.aaaa.nodnssec. exp

; (1 server found)

;5 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 53059

;5 flags: qgr; QUERY: 1, ANSWER: @, AUTHORITY: 4, ADDITIONAL: 3

;5 OPT PSEUDOSECTION:

; EDNS: version: @, flags: do; udp: 4096

;5 QUESTION SECTION:
;daaad.aaaa.aaaad.aaada.aadaa.aaad.aaadd.aadaad.aaad.aaaad.aaad.adaad.aaaa.aaad.aaad.aadaa.adaad.aaad.aadaa.aaad . aaad . aaaa.
aaaa.aaaad.aaaa.aadaa.daad.aada.adaa.aaad.aaad.aaaad.aaad.aaad.aadad.aaad.aaaa.aaad.aaadd.aadaa. adaad . aaad. aaaa. nodnss
ec.exp. IN A

;3 AUTHORITY SECTION:

nodnssec.exp. 86400 IN NS nsl.nodnssec.exp.

nodnssec.exp. 86400 IN NS nsZ2.nodnssec.exp.

oilllcSnvp@tieamvc7gtv7t@r4tq8gt.exp. 900 IN NSEC3 1 1 12 AABBCCDD HCOQEKQUJIKBVUOO9846N8QOHO79QKCIP NS SOA RRSI
G DNSKEY NSEC3PARAM

oilllcS5nvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN RRSIG NSEC3 8 2 900 20301231235959 20180101000000 41979 exp. KeQYK
S1QTHKTav1lgznMYxr7ngD6eG7F9175gZ60kHHI@sxCHZDrY3zLy d/D2mQHP/BQEMxzOKFSdu7Nx83IG/8mthd/CwErduq8ozYW9CecolLpSu tZ
yDMS@UzoPxsWCBcu3uBPGXo6LHgPUMFmgKOVECiBgHQ/tSy1EWuWdv 40I=

;5 ADDITIONAL SECTION:
nsl.nodnssec.exp. 86400 IN A 192.168.13.1
ns2.nodnssec.exp. 85389 IN A 192.168.13.1

;3 Query time: 39 msec

;5 SERVER: 192.168.11.1#53(192.168.11.1)
;5 WHEN: Tue Jan 15 20:01:48 JST 2019

;5 MSG SIZE rcvd: 571

root@resolver:~ # [|
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[ NON | " guest@debian-ex1: ~ — ssh guest@192.168.56.101 — 111x35

o <<>> DiG 9.11.5-P1 <<>> @192.168.11.1 +dnssec +horec laaaa.aaaa.aaad.aaad.aaadd.aaadd.aaad.aaad.aaad.aaaad.aaaa.da
‘aaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aaaa.aa

;; ADDITIONAL SECTION:
nsl.nodnssec.exp. 86400 1IN A 192.168.11.7
nsZ2.nodnssec.exp. 86400 1IN A 192.168.11.8

Query time: 42 msec

SERVER: 192.168.11.1#53(192.168.11.1)
WHEN: Tue Jan 15 20:00:58 JST 2019
MSG SIZE rcvd: 571

aa.aaad.aaaa.aaad.daad.aaad.aaad.aaad.aaad.aaaa. nodnssec. exp|
. (1 server found)
;3 global options: +cmd

;5 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 9888

;3 flags: qr; QUERY: 1, ANSWER: @, AUTHORITY: 4, ADDITIONAL: 3

- . - - . - .
- - A - . - .

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags: do; udp: 4096

;3 QUESTION SECTION:
;aaaa.aaaa.aaada.aaad.adaad.aaad.aaad.aadaad.aadaa.aaaad.aaada.adaadad.aaad.daad.aaad.aaad.aadaad . aaaad.aaaa.aaaa.aaaa. aaad.
aaaa.aaaa.aaadad.aaad.aada.aadaad.daaad.aadaa.aaad.aadaa.adaad.aaaad.adaad.aaadd.aaad.daad.adad.daad . aaaa. daad . aaaa. nodnss

IERR I E

ec.exp. IN A

;3 AUTHORITY SECTION: -7 I\\‘ % 75\ =
nodnssec.exp. 86400 1IN NS nsl.nodnssec.exp. IPJ l/ X ODE Z—
nodnssec.exp. 86400 IN NS ns2.nodnssec.exp.

oilllcS5nvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN NSEC3 1 1 12 AABBCCDD HCOQEK@QUJIKBVUO09846N8QOHO79QKCIP NS SOA RRSI
G DNSKEY NSEC3PARAM

0illlc5nvp@tieamvc7gtv7tOrdtq8gt.exp. 900 IN RRSIG NSEC3 8 2 900 20301231235959 20180101000000 41979 exp. KeQYK ;3 ADDITIONAL SECTION:

S;SzgﬁTa\élgvz\lgngg72ggiegZ?gESgZGE;CE%QZXESEQEYiEvaywj/Dig(I)HP/BQEszOKFSdu?NxSjIG/8mthd/CwEr'duq8ozYW9CecoLpSu tZ nsl.nodnssec. exp. 86400 IN A 192.168.13.1
y zoPxsWCBcu3u 06LHg mq 1Bg y1EWuWdv =

nsZ.nodnssec.exp. 85389 IN A 192.168.13.1
;5 ADDITIONAL SECTION: ] ]
nsl.nodnssec.exp. 86400 1IN A 192.168.11.7 . o
ns2.nodnssec.exp. 86400 IN A 192.168.11.8 Quef'y time: 39 msec TTI_(((.. cJ: é

SERVER: 192.168.11.1# .
WHEN: Tue Jan 15 20:00 5 ar w0 T4 A h)= 5
MSG SIZE rcvd: 571

;3 Query time: 42 msec

;5 SERVER: 192.168.11.1#53(192.168.11.1)
;5 WHEN: Tue Jan 15 20:00:58 JST 2019

;3 MSG SIZE rcvd: 571

A - . - - .
- . - - - .

root@resolver:~ # [

B=RINE
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Y4 —=7+)L — -bash —135x38

; <<>> DiG 9.16.4 <<>> small-is-beautiful.jp @a.dns.jp +horec +nhocookie

;3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 59109

;3 flags: qr; QUERY: 1, ANSWER: @, AUTHORITY: 9, ADDITIONAL: 11

;5 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

;3 QUESTION SECTION:

;small-is-beautiful. jp. IN A

;3 AUTHORITY SECTION:

small-is-beautiful.jp. 86400 IN NS f0123456789012345678901234567890123456789012345678901234567890@1 . small-is-beautiful. jp.
small-is-beautiful.jp. 86400 IN NS €c01234567890123456789012345678901234567890123456789012345678901 . small-is-beautiful. jp.
small-is-beautiful.jp. 86400 IN NS €01234567890123456789012345678901234567890123456789012345678901 . small-is-beautiful. jp.
small-is-beautiful.jp. 86400 IN NS ns.small-is- beautlful jp.

small-is-beautiful.jp. 86400 1IN NS 2 ‘

small-is-beautiful.jp. 86400 1IN NS

small-is-beautiful.jp. 86400 1IN NS

small-is-beautiful.jp. 86400 IN NS

small-is-beautiful.jp. 86400 1IN NS nsa.dﬁ%.jp.

;5 ADDITIONAL SECTION:

nsa.dns.jp. 86400 IN AAAA 2001:dc4: :4

ns.small-is-beautiful.jp. 86400 IN A 150.42.6.4

nsa.dns.jp. 86400 IN A 203.119.1.4

001234567890123456789012345678901234567890123456789012345678901 .
b01234567890123456789012345678901234567890123456789012345678901 .
€c01234567890123456789012345678901234567890123456789012345678901 .
d01234567890123456789012345678901234567890123456789012345678901 .
€01234567890123456789012345678901234567890123456789012345678901 .
f01234567890123456789012345678901234567890123456789012345678901 .
g01234567890123456789012345678901234567890123456789012345678901 .

;3 Query time: 31 msec

;3 SERVER: 2001:dc4::1#53(2001:dc4::1)
;3 WHEN: ‘X 6 23 18:02:50 JST 2020

;3 MSG SIZE rcvd: 807

small-is-beautiful
small-is-beautiful
small-is-beautiful
small-is-beautiful
small-is-beautiful
small-is-beautiful
small-is-beautiful

.Jjp.
.Jjp.
.Jjp.
.Jjp.
.Jjp.
.Jjp.
.Jjp.

86400 IN A 150.42.
86400 IN A 150.42.
86400 IN A 150.42.
86400 IN A 150.42.
86400 IN A 150.42.
86400 IN A 150.42.
86400 IN A 150.42.

SO OO O OO
I S R R
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MEYETHER R ATRE
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[5] https://www.nlnetlabs.nl/news/2018/Dec/04/unbound-1.8.2-released/

[6] https://qithub.com/PowerDNS/pdns/pull/7258
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; <<>> DiG 9.11.5-P1 <<>> @192.168.11.1 +dnssec +norec a8b835fo4s6.exp
; (1 server found)

;5 global options: +cmd

;3 Got answer:

;3 —->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 23244

;3 flags: qr aa; QUERY: 1, ANSWER: @, AUTHORITY: 6, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags: do; udp: 4096
;3 QUESTION SECTION:

;a8b835f04s6.exp. IN A

; 5 AUTHORITY SECTION:

hco@ek@ujkbvuoo9846n8qoho79gkcip.exp. 900 IN NSEC3 1 1 12 AABBCCDD OILLLCSNVPOTIEAMVC7GTV7TOR4TQ8GT NS DS RRSIG
hco@ek@ujkbvuoo9846n8qoho79gkcip.exp. 900 IN RRSIG NSEC3 8 2 900 20301231235959 20180101000000 41979 exp. ejy3X
1aALD3AGXquBOHVFWSR79QtcIXNK6plzFhpcf2so/@1iIBu/ARYN nrgq8KORMFpeD33SgplwqYCV1PscGT3WkXABvQxVaIlKyZMehTb3eyxkCg VA
022Con81Wb1vwW/6bgAWVcAgbXk9RTNO+T1BTH2Uu9axy62idA+mnz 3YI=

oilllcS5nvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN NSEC3 1 1 12 AABBCCDD HCO@EKQUJIKBVUO09846N8QOHO79QKCIP NS SOA RRSI
G DNSKEY NSEC3PARAM

oilllcS5nvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN RRSIG NSEC3 8 2 900 20301231235959
S1QTHKTavlgznMYxr7ngDeeG7F9]759Z60kHHI@sxCHZDrY3zLy d/D2mQHP/BQEMxzOKFSdu7Nx83IG
yDMS@OUzoPxsWCBcu3uBPGXo6LHgPUMFmgKOVECiBgHQ/tSylEWuWdv 40I=

exp. 900 IN SOA z.dns.exp. t315014.m.chukyo-u.
0 900

///Jﬁ. 2018010100 3000 900 181440

exp. 900 IN RRSIG SOA 8 1 86400 20301231235959 Z0180101000000 41979 exp. YrRe3y@n
NATFLiTTEePXBJ1tGOTQLWp41i+u5kv85/nlvXglgZsxbvDlbx MtHC+tjNOIDyQ3bIyQylCV9apS/uHTF1qcIhWB@dD4gqKzcj/urZJujO5S ulQNx
vculrZ3AX50641Q2evh+PDNzFY/SrdKaC8QLE27pRdJ1PnJQLUI EB8=

;3 Query time: 28 msec

;3 SERVER: 192.168.11.1#53(192.168.11.1)
;5 WHEN: Tue Jan 15 19:52:41 JST 2019

;5 MSG SIZE rcvd: 766

root@resolver:~ #
root@resolver:~ # [

IERR IS
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® O " guest@debian-ex1: ~ — ssh guest@192.168.56.101 — 111x35

; <<>> DiG 9.11.5-P1 <<>> @192.168.11.1 +dnssec +norec a8b835fo4s6.exp
; (1 server found)

;3 global options: +cmd
;5 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 13347 EDNS /\°7_—“,r >/ 7“7]- 7°¢/ =2 N

;3 flags: gqr aa; QUERY: 1, ANSWER: @, AUTHORITY: 6, ADDITIONAL: 1

Ay =P A XEF YV LDRAE

;5 OPT PSEUDOSECTION:

; EDNS: version: @, flags: do; udp: 4096

; PAD: 6f 84 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @0
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @0
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

© 00 00 00 00 00 00 00 00 200 00 00 00 00
© 00 00 00 00 00 00 00 00 00 00 00 00 00
© 00 00 00 00 00 00 00 00 200 00 00 00 00
o 2

NS e

;3 QUESTION SECTION:
;a8b835fo4s6.exp. IN A

;3 AUTHORITY SECTION:

hco@ek@ujkbvuoo9846n8qoho79gkcip.exp. 900 IN NSEC3 1 1 12 AABBCCDD OILLLCS5NVPOTIEAMVC7GTV7TOR4TQ8GT NS DS RRSIG
hco@ek@ujkbvuoo9846n8qoho79qgkcip.exp. 900 IN RRSIG NSEC3 8 2 900 20301231235959 20180101000000 41979 exp. ejy3X
1aALD3AGXquBOHVFWSR79QtcIXNK6plzFhpcf2so/@1IBu/ARYN nrq8KORMFpeD33SgplwqYCV1PscGT3WkXABvQxVaIKyZMehTb3eyxkCg VA
022Con81Wb1vwW/6bgAWVcAgbXkORTNO+T1BTH2Uu9axy62idA+mnz 3YI=

0oilllc5nvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN NSEC3 1 1 12 AABBCCDD HCO@EKQUJIKBVUO09846N8QOHO79QKCIP NS SOA RRSI
G DNSKEY NSEC3PARAM

0illlc5nvp@tieamvc7gtv7tOr4tq8gt.exp. 900 IN RRSIG NSEC3 8 2 900 20301231235959 20180101000000 41979 exp. KeQYK
S1QTHKTavlgznMYxr7ngDeeG7F9]1759Z60kHHIQsxCHZDrY3zLy d/D2mQHP/BQEMxzOKFSdu7Nx83I1G/8mthd/CwErduq8ozYW9CecolLpSu tZ
yDMS@OUzoPxsWCBcu3uBPGXo6LHgPUMFmgKOVECiBgHQ/tSyl1EWuWdv 401=

exp. 900 IN SOA z.dns.exp. t315014.m.chukyo-u.ac.jp. 2018010100 3600 900 181440

@ 900
lexp. 900 IN NS ns.poison.nom. % L%Z‘_{féo) l/ ] — |\\\

;3 Query time: 26 msec

;3 SERVER: 192.168.11.1#53(192.168.11.1)
;5 WHEN: Tue Jan 15 19:50:17 JST 2019

;3 MSG SIZE rcvd: 766
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HERL « ')V IVINIA DFFER
. TR ERIGHEE
- MTU O/hE W TORIVERDYVOEC
. EDNS buffer size /&< T 5%
- BEULYAXELDKREWVWEEIE TCP 7 A4—J)L/I\y
- DNS flag day 2020 Tl 1232 /N1 %}
» KDINESWHAXTTZTAY NI B0EEMH
- EESIE 512 /N1 R
» Linux [c&K TS Path MTU DiaEZERE

A

y INT A — YV RICEE
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X R
HERY < ') ILINIE DFR
. DNSSEC ND"5E 273" XTIty
- NSEC3 Opt-Out & #xh(C
- EXEEDERR
» UVILIXD DO EY b EIEERBRY —V\DE
» Shulman 5 1] DEHE

"Incremental DNSSEC deployment is vulnerable to

sihE lc NSEC3/RRSIG A\

our cache poisoning

attacks, and complete adoption of DNSSEC may take considerable
time, since it depends on adoption by both name server and resolver.”
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teE R

. PMTUD D#ER = R
- Linux Kernel 3.15 B{&E®D IP_PMTUDISC_OMIT V47w NA T 3 > ZBRIC
- OS EHERY —/\ERMWT DOXF LD NE
» BIND 9.9.10/9.10.5/9.11.1 LR 71
» NSD 4.1.27 L% (s

» Knot DNS 2.8.2 LIF (9]
» PowerDNS 4.2.0-rc2 LI no

[7] https://www.isc.org/blogs/bind-april-2017/

[8] https://www.nlnetlabs.nl/projects/nsd/download/#nsd-4-1-27

[9] https://www.knot-dns.cz/2019-06-05-version-282.html

[10] https://doc.powerdns.com/authoritative/changelog/4.2.html#change-4.2.0-rc2
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. QNAME minimisation
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. XWR: 2019 £ 8 AR TIL—KY—>IC DS BEHRINTWS TLD
- IPv4 O #HRAE
. AEHIRE: 2019 £ 8 A, 10 E
. AEAE
- PMTUD IC&EDEUTDRENT ZTAY KT BINEDH
» ICMP @ echo reply
» NXDOMAIN (253 RX A Y ZDEWEHhE

- EDNS buffer size D& EIE
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TLD EERYT—I\NDEIL

. 8 H: 1387 RXA1

- &5 3151 7 RLADIERY —N\
. 10 B: 1384 RXA Y
- 85 3127 7 RLADIERY —N\

P7RKLADZEAL
— /}jZ/J\ 7 KL X
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i

PRLAZSEDAF ¥ ViER

 ICMP 757 X>7— 3y
- 8 B: 2123 (=1792+328+3) 7 KL R (67.4%) N7 20X K~
- 10H: 2096 (=17594334+3) 7 KL X (67.0%) "7 Z 7 X K~
- T2 ANUEBD/INT Y MA XETNT 548 /N1 K

DNS fragmentation

2019/08 2019/10
ICMP frag Yes No noreply| Yes No  noreply
Yes 1792 328 3 1759 334 3
No 52 396 0 52 902 1
noreply O 75 5 O /] 5




AR
PRLASEDAF v UHER

. DNS 720X Y5F— gy
- 8 A: 1844 (=1792+52+0) 7 KL X (68.5%) N7 ST X K~
- 10A:1811(=1759+42+0) 7 KL X (B7.9%) N7 ST X K~

DNS fragmentation

2019/08 2019/10
ICMP frag Yes No noreply| Yes No  noreply
Yes 1792 328 3 1759 334 3
No 52 396 0 52 902 1
noreply O 75 5 O /] 5
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MO TLD H7 57X Y MNEEERT NS % 28U R

» 3

3 55.7%. 10

3ld 64.0% HE%=

2019/08

2019/10
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i
EDNS buffer size DE&7E

. 4096 /\1 MNH'BZ

buffer size DEIBLIEEA TULVRLN

count

2019/08 2019/10
bufsize all frag all frag
512 35 0 35 O
1220 15 O 15 O
1232 30 O 65 O
1280 20 5 20 5
1432 18 10 15 10
1450 5 1 5 1
1472 3 O 2 O
1480 5 O 5 O
1680 5 5 5 5
4096] 15540 5663 15393 5619
32/68 5 O 5 0
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IP 759X F7—2a> 759 v7Y

=&

NP 750X T—=3 0 U/ NO—EZ2E LB X DHE

. I INRTY, BERICKDEEIEL

. EDNS buffer size Z/N&< 35, 759Xy NZRKOYTT3
I8 E DXIR
- TCP Xt g A

K
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