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Akamai Intelligent Edge Platform
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« Undetected Attacks on Anti-Malware Agents Using DNS Spoofing (2022/04/14)
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e Linode + Akamai W"HEEEBD TSI RDFEWAICEEZEZSITER (2022/04/12)
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« TCP Middlebox Reflection: Coming to a DDoS Near You (2022/03/01)
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https://www.akamai.com/blog
https://www.akamai.com/ja/blog
https://www.akamai.com/blog/security/attacks-anti-malware-dns-spoofing
https://www.akamai.com/ja/blog/news/linode-akamai-transform-how-developers-use-the-cloud
https://www.akamai.com/ja/blog/security/conti-hacker-manual-reviewed
https://www.akamai.com/ja/blog/security/tcp-middlebox-reflection
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DNS Cybersquatting: The Case for Edge DNS Zone Protect (2022/03/21)
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» Typosquatting
FI5RHEVVZIEDS - domain[.]test = domein[.]test

« Combosquatting
SEZ{ITEYT - domain[.]test = domainchangepassword[.]test

 Levelsquatting
EEZ{TITE 9 - domain[.]test = domain[.]test[.]test[.]test
* Bitsquatting
Ew h&EKER - domain[.]test = doeain[.]test ("m":01101101 "e":01100101)
« IDN Homograph
EBRME RAA 2 NCKDMDEFBOUUIEXF TEEZ D — domain[.]test = domain[.]test
» Soundsquatting
BUCBDEE - KIRTEETMWRX D - domainforus[.]test = domain4us|.]test
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IDN Homograph "W\ EWDSTHERER

Likely malicious active squatted domains by squat type

Soundsquatting, 0.002%,
IDN Homograph, 71.685% &
DN Homograph 88,804 Bitsquatting, 0.294%
Typosquatting, 1.316%
Combosquatting, 26.703%
Combosquatting 33080
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Akamai Blog 75 - Cybersquatting

2TV Lie1—H5—7TId Combosquatting 12 Typosquatting 750\

BAR(SDE & L& LT Typosquatting H'& 0\ ?

Squat type of users querying likely malicious active squatted domains by Geolocation

I Typosquatting I IDN Homograph [l Combosquatting
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Akamai Blog m'5 - iCloud Private Relay

Powering and Protecting Online Privacy: iCloud Private Relay and
Information for Akamai Customers (2022/03/02)

iCloud Private Relay

Apple HYi0S15. iPadO0S15. macOS Monterey C iCloud+ 1 — H—(CNX
—SEUVTIRETD, -5 —-DTSA/I\S—DREITDIHDT—EX

HHIOR Y= IO I v IZAIFETERNKDICTDIZED
« Multiplexed Application Substrate over QUIC Encryption (MASQUE)
« Oblivious DNS over HTTPS (ODoH)

ZRAWD, 5l

https://www.apple.com/privacy/docs/iCloud Private Relay Overview Dec2021.PDF

T > RI—E5—NiCloud Private Relay ZFHU\TL\BIHEIC Akamai
(CDN%) OFBENEM I NS 287N
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https://www.akamai.com/blog/cloud/powering-and-protecting-online-privacy-icloud-private-relay
https://www.apple.com/privacy/docs/iCloud_Private_Relay_Overview_Dec2021.PDF

Akamai Blog m'5 - iCloud Private Relay
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ICloud Private Relay (Cd& 172 DNS (ODoH)
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