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https://kindns.org

« KINDNS Stands for Knowledge-  « KINDNSIZ&D3EH & DNS
Sharing and Instantiating Norms CHEBIDLZLRICEHAT BDIRED
for DNS and Naming Security. BIZEzRIEETCHD

* |t's a program supported by - EREIXICANNA R ETSD o075

ICANN to develop and promote a A;C 3'}50?*;')7%@%}5%7
27T D5, OEBEZEK

i s ACTE L b

practices or concrete instances AT BRIETHD

of DNS security best practices.
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- https://kindns.org/self-assessment/
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Targeted Operators

_—
Authoritative Operators ) I RN oS
IR R Close& Private [l Shared Private Public
Hardening the Core System

KINDNS

I

+ Each category has 6-8 practices that we will encourage operators
fo implement. See www.kindns.org for more details

* By joining KINDNS, DNS operators are voluntarily committing fo
adhere to theses identified practices and act as “goodwill

ambassadors” within the community.
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Crltlcal /ones & TLD Operators

. Practice 1: Authoritative zones MUST be DNSSEC signed and
best practices for key management MUST be followed.

2. Practice 2: Access to zone transfer between authoritative
servers MUST be limited. Configure ACLs and TSIG in the DNS
Authoritative software package to restrict zone transfers to
secondary servers only.

3. Practice 3: Zone file integrity MUST be controlled to avoid
unexpected modifications (malicious or accidental).

4. Practice 4: Authoritative and recursive DNS service MUST
NOT coexist on the same DNS server. In the context of
authoritative servers, this means you MUST disable recursive
DNS resolution on servers configured to serve authoritative
DNS data (if the software allows running both authoritative
and recursive at the same time).

5. Practice 5: At least two distinct nameservers MUST be used
for any given zone. Note that this is usually a requirement
when registering domain names in most TLDs (gTLD, ccTLD,

6. Practice 6: There MUST be diversity in the authoritative
operations to promote resilience.

7. Practice 7: Monitoring of the services, servers, and network
equipment that make up your DNS infrastructure MUST be
implemented.
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. Practice 1: Authoritative zones MUST be DNSSEC signed and
best practices for key management MUST be foIIovged 1 DNSS EC%%%?é — e:
2. Practice 2: Access to zone transfer between authoritative L "‘
servelrs MUST be Ilmlgced Configure A(\Z’Y_s anduTSIG |In tfl1ve DNS 2 . / 5% O)ﬂfF_—l-(iACLtTSIGT%U
Authoritative software package to restrict zone transfers to BE@'% &

secondary servers only.
N UMV DTREREHTF IO E
MERTT—/INEUVILNZHALRWC &
authoritative servers, this means you MUST disable recursive

3 ' BA12% £E )
DNS resolution on servers configured to serve authoritative - Eﬁq ti‘lﬂiﬁkﬂ’g 'illi;&%@b?/} 78:\<_
DNS data (if the software allows running both authoritative 3 23@&7&:5*—_&#—/ \ 75_»1%3 _

and recursive at the same time).
5. Practice 5: At least two distinct nameservers MUST be used t

Eoograahical practices i mind.y I operational and 6. DNSTUJSZ=HRESETCL\S—E
6. Practice 6: Monitoring of the services, servers, and network Z -lj_ /\“ ;]I{‘J I\'j 70) *E%:’%}jﬂa_

equipment that make up your DNS infrastructure MUST be 5 &
implemented. —

w

3. Practice 3: Zone file integrity MUST be controlled to avoid
unexpected modifications (malicious or accidental).

N

4. Practice 4: Authoritative and recursive DNS service MUST
NOT coexist on the same DNS server. In the context of

O]
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Private Resolver Operators

1. Practice 1: DNSSEC validation MUST be enabled for recursive 'I DNSS Ec*ﬁgﬂza—ﬁ = t

resolvers.

2. Practice 2: ACL statements MUST be used to restrict who 2 . AC L_C“*'JJEH%E%U BE?% — t

may send recursive queries to your DNS resolvers/validators. - e . -
3. QNAME minimizationzZ=EBxhlCd D
3. Practice 3: QNAME minimization MUST be enabled to gt ﬁ-;j] =

mitigate leakage of domain names.
MERTT—INEVVJ LN ZHBLURWCE
DIRLKEE2DDEBRD IV IVINZEED

5. Practice 5: At least two distinct servers MUST be used for —_
providing recursion services. — t

4. Practice 4: Authoritative and recursive DNS service MUST
NOT coexist on the same DNS server.

o1 H

6. Praqtice 6: Monitoring of the servicgs, servers, and network 6 ] DNS/{ ‘Jj%%‘:i@"ﬁéﬂ*ﬁf L) 5'Ij' -
fequlpment that make up your DNS infrastructure MUST be Z 'lj' /\ ;?\‘J |\'7 90) *ﬁﬁiﬁﬁ

implemented.
D&
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Shared Prlvéte Resolver Operators

1. rPersgic\i/c;erslz DNSSEC validation MUST be enabled for recursive ‘I ] DNSS EC@EIE@-% _ t
2. Practice 2: ACL statements MUST be used to restrict who 2 . AC L_C“*'JJEH%E%U BE?% — t
may send recursive queries to your DNS resolvers/validators. - e . -
3. QNAME minimizationZ8xlCd S
3. Practice 3: QNAME minimization MUST be enabled to Qt ﬁ-;j] L_a_
mitigate leakage of domain names. —
4. Practice 4: Authoritative and recursive DNS service MUST 4 7&5}?,"7_/ \é_’_ U \/) l// V%{#ﬁﬁ L/@L \ : t
NOT coexist on the same DNS server.
YN
5. Practice 5: Your recursion services MUST have resilience by 5 ) IEHEjJO)éf_&) I*% |$€\%Jﬁ Lj\ _d< t
using at least two distinct servers that take diversity into :E) 2 jd), < dé J ./ ) l// \ 781%,) — t
consideration. — »
6. DNST1UJT=FEI LS —E
6. Practice 6: Monitoring of the services, servers, and network Z 'lj' /\ ;? W Tf‘%%jj 90) *Eﬁiﬁl_
equipment that make up your DNS infrastructure MUST be > ﬂ-"
implemented. 5 — t
7. Practice 7 (Privacy consideration): DoT (DNS-over-TLS) or ao[eE/ >R L ~hi— —
DoH (DNS-over-HTTPS) SHOULD be enabled. 7 BOT&DDOH :E’_'I-Hb dIZE )ﬁ-;j]‘g_a_g) —
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Public Resolver Operators

1. Practice 1: DNSSEC validation MUST b bled f i = —
rerggl\ll((:eers. valiaation e enabled for recursive ‘I DNSSEC@:&E?%L_K
2. Practice 2 (Privacy Consideration): QNAME minimization 2 QEAME m|n|m|zat|on€ﬁ§w(t—3—5
—

2022411 H29H

MUST be enabled to mitigate leakage of domain names.

Practice 3 (Privacy Consideration): DoT (DNS-over-TLS) or
DoH (DNS-over-HTTPS) SHOULD be enabled.

Practice 4: Authoritative and recursive DNS service MUST
NOT coexist on the same DNS server.

Practice 5: Data collected through passive logging of DNS
gueries MUST only be retained for as long as is necessary for
the sound operation of the service offered, including
troubleshooting, research, and satisfying local legal
requirements on data retention.

Practice 6: Your recursion services MUST have resilience by
using at least two distinct servers that take diversity into
consideration.

Practice 7: Monitoring of the services, servers, and network
equipment that make up your DNS infrastructure MUST be
implemented.
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Core Platform/System Hardening

1.

2.

2022411 H29H

Practice 1: ACLs MUST be implemented to restrict network traffic to
your DNS servers.

Practice 2: BCP38 egress filtering MUST be implemented
network traffic can leave your network with a'source IP a
that is not assigned to you or your customers.

so that no
ddress

gractice 3: The configuration of each DNS server MUST be locked
own.

Practice 4: Usetl_permlsslons and application access to system
resources MUST be limited. File permissions and ownership
restrictions MUST be set so that users and services not directly
associated with management of the DNS subsystem do not have
read or write access to DNS service configuration, data files, and
database subsystems.

Practice 5: System and service configuration files MUST be
\t/)ersmn_ed. Foclar authoritative operators, zone files/data MUST also
e versioned.

Practice 6: Access to management services (e.g., SSH, web-based

configuration tools) MUST be restricted. All services not needed for

DNS or_manaFement MUST be disabled or uninstalled |M>055|ble,

8Ithekrv\c/j|se network access to the unnecessary services MUST be
ocked.

Practice 7: Access to the system console MUST be secured using
cryptographic keys, protected with a pasthrase e.g. SSH keys) or
using suitable two-factor authentication (OTP generator or token-
based?.
Practice 8: Credentials for customer access (registrants and other
domain contacts) MUST follow sound credential management
practices, including offering two-factor authentication as an option.
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3.
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DMS Operators Group, Japan
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