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COTLETFT—2a>(CBNTREND R (IIEREREAD
BfEZRIEDTHD. 7HYA - 700> —XDORMBZR
FTEDTIEHDFELTA. IBHESNBEHRISVERMIEFRICHULTIE
EIREDTHBDEEZEZTHDEIN, BAIBEHRICDOWVLWTIRAS
KPP (FFREEZITUVOEE A
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WD TIH., THARTL (>_<)
o [IREEARD dig | EMVDETIEHEDERA

- dig ORFEREDEFR CEHDFEA
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dig
- DNS D53 EV\VEFIRY BBE L DIZ#:E

« HFATIHFID TULD
«c Z<DIREBTT IAI)L N THEESNTLS

+ —AT. [UTRDRE

c BN EARIIUEHULTVNBDNB DN ICL L)
« T JAIL REMESDMD (< LY
(T I AL REMEICHAEEDBVARIRENTNS ?)
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DED“\ U T&RU \W'J

A: [dig TLS—HR>TKBATIITE, |
B: [ E0AETHY—IRBOTEEITH, |

J

*A & BDEDTUNSD dig DI\==32HNED
(dig (& 9.11.0 IO MNSFT T A )L T DNS cookie ZDITDKD

(CIEDTE. )
e COXR—ILBT—)NEEKRFD EDNS AT 3>z 1Hd &
FORMERR ik U CUL\/Z

dig MEIFEE (L DNS cookie ZE AT EZL)?
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27T J(C cookie iDL\ TWWeZ &l

AN > PETINS

(D5

AN

% dig @XXX.XX.XXX.XX example.com +norecurse

5 <<>> DiG 9.18.15 <<>> @XXX.XX.XXX.XX example.com +norecurse

; (1 server found)
;5 global options: +cmd
;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status:

NOERROR, id: 44953

;5 flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY:

55 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096

5> QUESTION SECTION:
;example.com.

5> ANSWER SECTION:
example.com. 86400
XX . XXX . XXX . XX

55 Query time: 121 msec

IN

IN

55 SERVER: XXX.XX.XXX.XX#53(XXX.XX.XXX.XX) (UDP)

55 WHEN: Sun Jun 18 12:00:00 JST 2023
55 MSG SIZE rcvd: 56

%

0, ADDITIONAL: 1

(B—/ Y cookie (Ciﬂ‘ﬁﬁb‘(&b‘%@”) L A7R
> X (C cookie B RLNEE. T UI(C cookie
Moo leC IR DTN
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% dig @XXX.XX.XXX.XX example.com +norecurse
~ ~

; <<>> DiG 9.18.15 <<>> @XXX.XX.XXX.XX example.com +norecurse +qr _I_ r \/ — /

; (1 server found) ——

;5 global options: +cmd

;5 Sending:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25308

;5 flags: ad; QUERY: 1, ANSWER: ©, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION: GI |J :5%7_'—_\3‘57'-7":/ 3 \/

; EDNS: version: @, flags:; udp: 1232
; COOKIE: 401@bedff8bdfc31

5 cuesTion secrron - ( QR Ev hDIEETI(I7/RLN )

;example.com.

;3 QUERY SIZE: 52

;5 Got answer:
;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25308
;5 flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096

;3 QUESTION SECTION:

;example.com. IN A

;5 ANSWER SECTION:
example.com. 86400 IN A XX XXX XXX XX

(UTER)
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DI ? EWLV DA

% dig @X.X.X.X XXXX.XXX ANY +noanswer

;5 global options: +cmd
;5 Got answer:

55 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512
55 QUESTION SECTION:

3 XXXX . XXX .

55 Query time: 1 msec

53 SERVER: X.X.X.X#53(X.X.X.X)

55 WHEN: Sun Jun 18 12:00:00 JST 2023
;3 MSG SIZE rcvd: 3800

%

IN

5 <<>> DiG 9.16.41 <<>> @X.X.X.X XXXX.XXX ANY +noanswer

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31887
;5 flags: gr rd ra; QUERY: 1, ANSWER: 40, AUTHORITY: ©, ADDITIONAL: 1

ANY

LKA - Avte—= - A4 X
MAREVVE Truncate (TC=1)H
RO TCTLKBDAURIEIMNDITEDIT?
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ANY JTUTIE TCP BT AJL

+tcp, +notcp
This option indicates whether to use TCP when querying name
servers. The default behavior is to use UDP unless a type any or
ixfr=N query is requested, in which case the default is TCP. AXFR

queries always use TCP. To prevent retry over TCP when TC=1 is
returned from a UDP query, use +ignore.

« JTUSAAT ANY OEZE(F TCP AT AJ)L b
 +ignore Z DT\ E TC=1 HiRD ETCP THHRIT

Truncate (TC=1) DL AR R Z2MHR T B(C(E +notep &
+ignore Z DT DdWEN DD,
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dig DT> RSA> - AT 3> (3L
BEZTHEVES

man R—>z=B3 &

BUGS
There are probably too many query options.

LB I7ILIT 7Y NE:-o DD SEIEUTZU

T
o

(—‘\‘
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dig DN RSA>2 - AT 3> =%

J\—==32> 9.18.15

ga)n R—TFz(F dig -h THEEZND AT 3> (-X/ +XXX/

[no] (F&BK

« NS> XR—b (L3 /L4 / DoH / DoT)

c IR, AL IO TA=ILINWVD

« JTUDORNBDIETE ( —f% / TSIG / EDNS / $F5KIMBEDMHLT )
« ¥R

« ZOAth
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N= > AT

NF

B/ FALT7ITN/

B/ N/ DoH / DoT N/ DA —ILIy2 FaTiev. 230
-4 +https[=###] / +tries=###
. +https-post[=##i#] +retry=#i
@server +https-get|=###] +timeout=t#i##
+http[=###] / ;
-p port +http-post[=t##] rignhore
-b address[#port] +http-get[=###] +fail
ttep / o+ve +tls
+keepopen +tls-hostname=hostname
+tls-ca[=###]
+tls-certfile=file
Xt J\ttls-keyfile=file AN J
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OTUDOANE ( —fx / TSIG

/

+qid=tt#
+opcode=###

+aaflag / +aaonly
+tcflag
+rdflag / +recurse
+raflag
+zflag
+adflag

\t?dflag

—fi%

TSIG

+header-only

-q hame
-t type

-Cc class

\

-
-k keyfile

-y
[hmac: ]keyname:secret

+fuzztime[=###]
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/

+bufsize[=###]

+edns [ =###]
+ednsnegotiation

+do / +dnssec
+ednsflags[=#]

o

UMDAZE ( EDNS / 555K I8 %E

EDNS

r*ﬂ

+keepalive (11)
+padding (12)
+dnsopt[=code[ :value]]

- %
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FIRIMEEEDO UMV
FEeR— G
+nsid (3) -f file
+subnet=addr[/prefix- +domain=###
length] (8) +search / +defname
+expire (9) +ndots=t
+cook1e[=####] (10) x addr
+badcookie
+showbadcookie +dns64prefix
- /

G



RN

BBy DIER TA—=Xv bDER Z At
o TR - y N/ R
+all -u +qr
+cmd +ttiunits +showsearch
+comments +expandaaaa +ttlid
+question +unknownformat +class
+answer +multiline +rrcomments
+authority +split=## +onesoa
+additional \icrypto //(tbesteffort )
+stats — RREROEAZZEE ~
+short +yaml
+identify
s . J
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T DAt

— EFR{E R X1 > (IDN) N T Ah ~N Obsolete (ZhER/RAL) FeeTIov BN
+idnin Y +sigchase
+idnout -h +topdown
-r +trusted-key=###
-m +dscp[=t###]
. J
- . J
- SRR EME(—EDEBEFERRDITY) N
+trace
+nssearch
\ J

7~
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9.18.0 DUU—-XJ— KD

[ dig output now includes the transport protocol used
(UDP, TCP, TLS, HTTPS). |

55 Query time: 1 msec

55 SERVER: X.X.X.X#53(X.X.X.X) TCP

55 WHEN: Sun Jun 18 12:00:00 JST 2023
;3 MSG SIZE rcvd: 3800

IR [H1? ] (CEALTH. 9.18.0 LRFIRSTCP TDOL AN
D ANNTRRENTVND Z EICKDITTEMNE
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Qul
/1]

7~
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