RFC 4033

DNSSEC.jp 7

JUEE

EESWG



1.Introduction

DNSSECHE A,
RFC 4033/4034/4035h 18,
RFC 2535 AR CREESMNT-
X)) T4 REEFH/ETE
=/
YhaRIZEFT LU Mype DRRDE
Aé.BREOTOrILDHRE
— BRI Eld. BEERFCT,

Section 3,4Tl&., £¥a)7T+
YR DEEN LR R

Section 5TI&. FF¥ a1 AV MEE
(=4033/4034 /4035) D X—
5

Section 6~9TIXL VLN,
ARATLYILIN . T —2 R —
LY —RIZER BB
TiwL 5,
DNSSECI[ZoriginDF35E &
T—2DTEME. AFREM
DHEREN BB,
MEMITRALGLY,



2. Definitions of Important DNSSEC
Terms



2. Definitions of Important DNSSEC Terms

* Authentication Chain
- Authentication Key

- Authoritative RRset

* Delegation Point
 Island of Security

- Key Signing Key(KSK)
* Non-Validating

Security-Aware Stub
Resolver

* Non-Validating Stub

Resolver

* Security-Aware Name

Server

* Security-Aware

Recursive Name
Server

* Security-Aware

Resolver

* Security-Aware Stub

Resolver



2. Definitions of Important DNSSEC Terms

* Security-Oblivious » Zone Apex
<anything>  Zone Signing Key
- Signed Zone (ZSK)

* Trust Anchor

* Unsigned Zone

- Validating Security-
Aware Stub Resolver

* Validating Stub
Resolver



2. Definitions of Important DNSSEC Terms

« Authentication Chain

DNSKEY (/A BH4%)

FREIE

DS —— |

DNSKEY

/

DS ——

\/f\“/‘\/l@i:;:éﬁﬁﬂé? \/



2. Definitions of Important DNSSEC Terms

« Authentication Chain

/ DNSKEY (£ B )

%ﬁ

HPJDORR

.

- DNSKEYI&. RROE4

IZE=EREMIGT
BYNESE: N

+ DSIZFH#HDDNSKEY

DYANI D =T

— DNSKEYD/\v>a1%En
T MR RLTULVSDSE
— T ENEFEE,



2. Definitions of Important DNSSEC Terms

- Authentication Key

— security-aware resolverMEEIZHREEF A T, T—XDERELEIC
1§9'—&75\T%%)/Aﬁﬁfio

— AFICFI3DDAE
+ security-aware resolver(ZI&, — I EHL1 DD AFAREHER
ESNTLVD,

- DHRBETOLD
— DS RRERBRD /Y2

- HHPEHBTDSEREIL. ZDODSHELRIDNSKEY,
- HAHLHEBDELD. BRI D A D NFRABER LT HMEZERTE
BAEINTWLNBAMEDD,

— HANRBERITAINESIMNE. O—HILRYUIZLEMNST &,



2. Definitions of Important DNSSEC Terms

« Authoritative RRset

— AHRRseth authoritative TH D &L, if&only if
- ownerM A AN zone apex BIAMNED T

— 51
{8

—

HLHMNLE-FY B bhn., TNELYIE B
S Z&FRE . zone apexMDRRsetlX, HAITIFHELF

Hauthoritative,

SMIDS. TDDSZEEINSEC, TNoDEZD

RRSIG, i (FE A AYauthoritative,



2. Definitions of Important DNSSEC Terms

Jp. IN SOA

(

example.Jp.

NS ns.example.jp.
RRST6G

yesnz—s” /]

STIE:ZOONSIT —
ST BRRSIGILZR U

DS
RRSIG

authoritative/ NSEC

RRSIG

10



2. Definitions of Important DNSSEC Terms

* Delegation Point

— zone cutDFH A,

— zone apex® %A,
zone

. apex .
JP JP
"\
delegation :
Soint example.jp

example.jp

11



2. Definitions of Important DNSSEC Terms

* Island of Security
—- EBEZInf=Vy—,
— M bauthorityDEFEZFR(TTLVD,
— M inauthentication chainldD7ZEA > TULVEELY,
— DNSLISY D A ETauthentication keyZFIZAN
Ly E, island of securityhVIRL CTEF-T—2 (X EFREE
TE/ELY,

12



2. Definitions of Important DNSSEC Terms

- Key Signing Key(KSK)

— ZDYJ—rH0, fthdDauthentication keylZEH T
HDIZFE-T-TZHE XTI 9 Hauthentication key,

— BBIPIZIL, 9 SRR BE Tzone signing key
(ZSK)IZERT 5,

— ZSKIFFERIZRKZBLIZULA, DY —2DSEPIER
EsH-L DT, KSKIZRHEIFEAEzNZL=LY,

— dhbauthentication keyZ#KSKIZT 2D IFA T3
+FI,

- BREED EZIXKSKEMMDauthentication keyz X Al LAY,
* 1DNHEZEKSKFZSKIZE->THLUIWY,

13



2. Definitions of Important DNSSEC Terms

- Non-Validating Security Aware Stub
Resolver=Non-Validating Stub Resolver

— security-aware recursive name servera {5589 5
security-aware stubL ¥ JL/\, .
security-aware
HDl:l HDl:l . }
%D 0 % 1 recursive NS

resolv.conf

L
o*
R

secure’s security-aware
e stub resolver

14



2. Definitions of Important DNSSEC Terms

* Security-Aware Name Server

— RFC 4033/4034/4035CE&Z L TLVADNSSEC%#
R HAR— LY —I\,

— EDNSOD Ayvt—H A4 X sk EDO(DNSSEC
OK)bitZEHHR—Fk,

— DNSSECEHEDRR typeEANYE DTS5 EHHR—k,

* Security-Aware Recursive Name Server

— security-aware name server Tl . HDsecurity-
aware resolver C#H 5%,

15



2. Definitions of Important DNSSEC Terms

« Security-Aware Resolver

— RFC 4033/4034/4035TE &9 SDNSSECZEfiZ g
AHRFC 1034DERTD)LY LN,
- full resolverh stub resolvermMILf47E0N,

— EDNSO®D Ayt—H A4 XHR5kEDO bit, DNSSEC
IZB89 4RR typeENVE DTS T Y R—+T %,

16



2. Definitions of Important DNSSEC Terms

* Security-Aware Stub Resolver

— RFC 1034®Msection 5.3.1 TEZIMNTLVbstubl Y
JL7N,

— security-oblivious stubL ¥ JL/NZIETELRLN
DNSSECOH—E AN TES,

— BREWRIET A EHIZE>Tvalidatinghinon-
validatingm 2755,

— validatingl&. B I THRALET 55\, security-aware
name serverz{E8Ed 5,

17



2. Definitions of Important DNSSEC Terms

* Security-Oblivious(E I+
— security-aware TII7ZELY, [T,

» Signed Zone

— RRsetIZE L& Sh

— DNSKEY¢RRSIG, NSECEA T3> TDS RRAY
ELLERESN TSV —,




2. Definitions of Important DNSSEC Terms

* Trust Anchor

— validating security-aware resolver| ZE&E S TLY
HDNSKEYMRR. DFVYDNSKEYD /v a,

— ZBASINTULVSDNSDInZEIZxt L Tauthentication
chainZfE8 &£ 5= DRA3—hrihm ELTED,

— X7 HOIWNIERETESRETAFLEITL
ALY AW

— trust anchorMEREIN TV =6, ZDY —2IZIEE
AN TWAHEHATFITARE,

19



2. Definitions of Important DNSSEC Terms

* Unsigned Zone
— ZEZEINTLVGELWY —2,

* Validating Security-Aware Stub Resolver
=Validating Stub Resolver
— recursiveE—F DqueryxH L.

— EiRMDsecurity-aware recursive name serverz &

FHICEBITLHDOTIEHG BETERZRIALT S

— security-aware resolver,

20



2. Definitions of Important DNSSEC Terms

+ Zone Apex
— zone cut®F 14,

- Zone Signing Key(ZSK)
—V—UICERTHDITFEMWEREX LT S

authentication key,

— BBIRIZ[E, TODNSKEY RRset BIRIZE AT S
DITEF=E R EXN ST HKSKE—FED
DNSKEY RRsetlZE9 4,

— H&EZIFTIEFRLEED A THKSKEFED,
— KSKEZSKZE 3 5D IEA T3>, KSKERI L&

21



3. Service Provided by DNS Security

22



3. Service Provided by DNS Security

» DNSSECAiEiE9 55D
— originM B3
— DNSOT—2DEE DR
— EEFEMEDRMZFoI-IRTR

- DNS7ORIJLOHRENNHE

— RRMDtypeZx4D1E/N
- RRSIG: Resource Record Signature
- DNSKEY: DNS Public Key
- DS: Delegation Signer
- NSEC: Next Secure

23



3. Service Provided by DNS Security

— ANYSE DTS Z2bitiE SN
* CD: Checking Disable
- AD: Authenticated Data

— REQGT—EZPYEYT LD TEDNSOD Y A X
iR AN ZE
— EDNS®DO(DNSSEC OK)bit®DHR—Fk

* security-aware resolverMDNSSECORRZEKR I 5L
[Z.UDIRMTEDEFIRTT D=0,

« DNSSECT.RFC 3833 TN TLNBAER
DRKFEDIFHETES,

24



3.1. Data Origin Authentication and Data
Integrity

* DNSSECIE. lE SR TERSN=TAOFILER L
DNS®DRRsetEZ AT HEHIETREIMAEZIRIET
Do
— RRSIG

- HBRIZIX,. BBV —DT—RIZUX1IDDMEFETE
295N, EHEHYFD,
— BEHOELZT7INTVALEFES>T. FNENTESL.,

+ HAJ—VDIEFTESH LB HNIL, security-
aware resolverld. ZDYV—2D ., BREHINT-T—
BT A EMNTES,

25



3.1. Data Origin Authentication and Data
Integrity

- DNSSECOEZEHGaVEITMNI.YV—2DT—43
TERITLHDIZFE-BIE. DY —%3E5
95D TH-HO T, authoritative - —/\ZEE3E T
HDTILLLY, ELVD

* RFC 2931(SIG(0) ) THL o TW S, bSH
7/3/0)mu_IEt/J:I:HL/7Q~L\_&

26



3.1. Data Origin Authentication and Data
Integrity

+ security-aware resolverH ., H5YV —2 DN EHEE A
FI 5

— BRERBEHDHP(Z&HSHtrust anchor
— BEDRABIER

« BBAZEIRITHE=60I12, 2HEBEIEIDNSKEY RRICERE
N,

« BRI, BRAEESVIZTHE,

» PNHBETAFIERICEYIEFETETSIFETAFIHICIL.
LY ILNIZERE SN TLYAauthentication keyhy, BEIZ
FRELEAD . Al TERAINTLVEITNIEZSAELY,




3.1. Data Origin Authentication and Data

2 el B

ST

Integrity
N e
N
\>
gii%%i }
EEJ [: trust

anchor

\/

28



3.1. Data Origin Authentication and Data
Integrity

* trust anchor
— ZSKEh, ZDFEFV —oT—3%BT 5,
— KSK7Zin ., ZSK%#EREET B,
A =R A=
- DNS query C#x AF
 hash(ZD#2)
* trust anchor&ZE &+

- security-aware name serverlX. TNV —2 D FHE

%nnb\nﬁj_%)f'&)' Z\E?"&%% :E)f:iigﬁit—ﬁ%[:%%)o
— Ayt—TUDKRESIZRBLHNIL,

— security-aware resolverf’authentication chainZFf 9 %

DET+5H1=8

29



3.1. Data Origin Authentication and Data
Integrity

- DS
— HBHEOREICHTHERICEONSIEEEXRER
N | R

— FHAlDdelegation pointIZEXL,

— FlDzone apex|ZdHADNSKEYIZER T HDIC

FEor-MEREMICT HLHEZTIELTT .
« EREBF —RRICIIKSKD &

— FRIDY—CDEEBEL. V- DT—RZERT
HDIZ,. ZCODNSKEYIZEENSA L FHEET T S
MR BEZED,

« RREF —MRIZITZSKD &
- DNSKEY RRsett=hvi5, KSKtZSKE£EFEFNTLVS,

30



Bl

DNSKEY

b

-

> DNSKEY

v

_

3.1. Data Origin Authentication and Data
Integrity

DNSKEY

|

RRset

_

31



3.1. Data Origin Authentication and Data
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